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Onpenenenust

B HacTosi111eM JOKYMEHTE UCIOIb3YIOTCS CAEAYIOIINE TEPMUHBI U UX OIPEIEIICHHUS:

ABTOMATHU3HPOBAHHAsI CHCTEMA — CUCTEMa, COCTOAIIAs M3 MEpCcOHaNa M KOMILIEKca
CPEACTB aBTOMATHM3allMU €ro JAEATEIbHOCTH, peaju3yomas HHPOPMAIMOHHYIO TEXHOJIOTHIO
BBITNIOJTHEHHS YCTAHOBJICHHBIX (PYHKIIHIA.

ABTOMATH3MPOBaHHAs  00pa0oTKa MepPCOHAJTbHBIX JaHHBIX - 00paboTka
MEPCOHAIBHBIX JAHHBIX C TOMOIIBIO CPEJICTB BHIUUCIUTENEHON TEXHUKY;

AyTeHTH(UKAIUS OTHPABUTEJSI JAHHBIX — IOATBEPXKIECHUE TOT0, YTO OTIPABUTEIb
MOJIyYEHHBIX JAHHBIX COOTBETCTBYET 3asIBICHHOMY.

Be3onacHocTh NmepCcoOHANBHBIX JAHHBIX — COCTOSIHME 3aIMIIEHHOCTH IEPCOHAIBHBIX
JaHHBIX, XapaKTepU3yeMoe CIIOCOOHOCThIO IMOJIb30BaTEeH, TEXHUYECKHUX CpPEICTB U
UHPOPMALIMOHHBIX  TEXHOJIOTUH  00ecneunTh  KOHQUACHIMAIBHOCTh, IEJIOCTHOCTh |
JOCTYMHOCTh TEPCOHAIBHBIX JAHHBIX MpH HUX 00paboTke B HH(MOPMALMOHHBIX CHCTEMax
NEPCOHAIbHBIX JaHHBIX.

BiokupoBanue mnepcoOHANBHBIX [JaHHBIX — BpPEMEHHOE NpeKpalieHue coopa,
CUCTEMATH3allMK, HAKOIUIEHUS, MCIOJIb30BaHUs, PAaCHpPOCTPAHEHUS NEPCOHAIbHBIX JaHHBIX, B
TOM YHUCJIE UX Mepeaayu.

Bupyc (kOMIbIOTEepHBbIH, NPOrPaMMHBIN) — HCIOJIHSAEMBIA IIPOrPaAMMHBIM KOJA WU
UHTEPIPETUPYEMbI HAOOp HHCTPYKIIMM, OONagaromuii CBOWCTBAMU HECAaHKIIMOHHUPOBAHHOTO
pacnpocTpaHeHus U camoBocpousseieHus. Co3qaHHble AyOJIUKAThl KOMIIBIOTEPHOIO BUpYca HE
BCerja COBIAJAIOT C OpPUTHHAIOM, HO COXPAHSIOT CIOCOOHOCTh K JalbHEHIIeMy
pacpoCTpaHEHUIO U CAMOBOCIIPOU3BEICHUIO.

BpenonocHas mporpamma — mporpamma, IpelHa3Hau€HHas Js OCYIIECTBICHUS
HECaHKIIMOHUPOBAHHOTO JTOCTyNa U (MJIM) BO3JCHCTBHS Ha NEPCOHANIBHBIE TaHHbIE WA PECYPCHI
MH(OPMaLlMOHHON CUCTEMBI IEPCOHANIBHBIX JaHHbIX.

BcenomorarenbHble TeXHMYECKHE CPEACTBA M CHCTEMbI — TEXHUYECKUE CPENCTBA U
CUCTEMBI, HE MIpe/IHa3HauYeHHbIE [ Nepeiauk, 00pabOTKU U XPAHEHUs NMEPCOHATIbHBIX JaHHbIX,
YCTaHABIIMBAEMbIE COBMECTHO C TEXHUYECKMMHM CPEICTBAMHU M CUCTEMaMHM, NTPEIHA3HAYEHHBIMU
JUisi 00OpaOOTKM MEpPCOHANbHBIX JAHHBIX MM B IOMEIICHUSX, B KOTOPBIX YCTaHOBJIEHBI
MH(OPMAaLIMOHHBIE CUCTEMBI IEPCOHANBHBIX JaHHBIX.

JocTtynm B oOnepanuoOHHYI Ccpeldy KoMNbiOTepa (MH(OPMAIMOHHOW CHCTEMbI
NEePCOHAJIBHBIX JAHHBIX) — IIOJIy4YEHHE BO3MOXKHOCTH 3allyCKa Ha BBINOJIHEHHE IITATHBIX
KOMaH[, (yHKUMN, @poleayp ONEpallMOHHONW CUCTeMbl (YHUUTOXKEHHS, KOIHMPOBAHMUS,
nepeMenIeH s U T.11.), UCTIOMHAEMBIX (aiIoB MPUKIATHBIX MPOTPaMM.

JocTtyn k nH(popMaMu — BO3MOKHOCTb MOJTY4€HUS HH()OPMALIUY U €€ UCIIOJIb30BAHMUS.

3aki1ai0o4uHOe YCTPOICTBO — DBJIEMEHT CpelicTBa CbheMa HH(GOpPMAIMM, CKPBITHO
BHEJPSEMbII (3aKiIaJbIBaéMblii WJIM BHOCHUMBIN) B MeCTa BO3MOXHOIO cheMa HH(popmanuu (B
TOM YHCJIE€ B OTPaXXJI€HHE, KOHCTPYKIIMIO, 000pYAOBaHHE, IPEIMETH HHTEphepa, TPAHCIIOPTHHIE
CPEJICTBA, a TAK)KE B TEXHUYECKUE CPEACTBA U CUCTEMBI 00pabOTKH MHGOPMAIUN).

3ammmaemas uHgopmanus — uHbopMaIys, SABISAIOMANACT MPEAMETOM COOCTBEHHOCTH
U TOjJieXxalas 3alluTe B COOTBETCTBUM C TpPeOOBAaHUSMHU MPABOBBIX JIOKYMEHTOB WIIU
TpeOOBaHUSAMH, YCTAaHABINBAEMBIMU COOCTBEHHUKOM MH(pOPMALIUH.

Nnentudukauus — npucBoeHrne cyObeKTaM M O0BEKTaM JOCTyIa WAeHTH(HUKaTOpa U
(M)  cpaBHEHHE  TPEIbABISEMOrO  HICHTU(UKATOpa C  TEpeYHEeM  IPHUCBOCHHBIX
UACHTU(PUKATOPOB.

HNudopmaTuBHBIH  CHTHAJ  —  DJEKTPUYECKHE  CUTHAJIBI, aKyCTHUYECKHE,
AIIEKTPOMAarHUTHBIE W JApyrue (Qu3nMdeckue IMoJid, IO IapamMeTpaM KOTOpPbIX MOXKET ObITh
packpbiTa KOH(UIAeHIHMaNbHAs WHpopMmamus (mepcoHalIbHBIE TaHHBIE) oOpabaThiBacMmas B
MH(OPMALIMOHHON CUCTEME MEPCOHANBHBIX TAHHBIX.

HNudopmanuonnas cucrema mnepcoHadbHbIX AaHHbIX (MCIIJH) — COBOKYIMHOCTH
cojepxkammxcsi B 0a3ax JaHHBIX MEPCOHAIBHBIX JAHHBIX M 00ECIEUMBAIOIIMX MX 00pabOTKy
UH(POPMALIMOHHBIX TEXHOJIOTUN M TEXHUYECKHX CPEJICTB.
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NudopmanuoHHbIe TEXHOJOTHHM — IIPOLIECCHI, METOABI IOUCKAa, cOopa, XpaHEHUs,
00paboTKH, TMPEAOCTaBICHUS, PACIPOCTPAHCHUS HWHQPOPMAIUM U CIIOCOOBI OCYIIECTBICHUS
TaKUX MPOLECCOB U METOIOB.

Hcrounnk yrpo3nl 0e30nmacHOCTH HHPOPMAIMU — CyOBEKT JOCTyINa, MaTepHabHBINA
00BEKT WIM (U3NYECKOE SIBJIECHUE, SBIAIONIMECS MPUYMHON BO3HUKHOBEHUS YIpO3bl
0e301acHOCTH HH(OPMAIIHH.

KonTpoimpyemasi 30Ha — npOCTpaHCTBO (TEppPUTOpHS, 3/laHME, YacTh 3JaHMS,
MIOMEIICHUE), B KOTOPOM HCKIIOYEHO HEKOHTPOJHMPYEMOE NpeObIBaHWE MOCTOPOHHMX JIHI, a
TaKXe TPAHCIOPTHBIX, TEXHUUECKUX U MHBIX MaTE€pUAIbHbBIX CPEACTB.

KonpuaeHnnajJlbHOCTh NMEPCOHAIBHBIX JaHHBIX — 0053aTeNIbHOE JUIA COOJIOACHUS
OIIEepaTOPOM WJIM MHBIM MOJTYYHBIIMM JOCTYI K HEPCOHAIbHBIM JAHHBIM JIMLIOM TpeOOBaHHUE HE
JIOITyCKaTh UX paclpocTpaHeHue 0e3 corjacus CyObeKTa MEepPCOHATbHBIX JTAHHBIX WM HATWYHS
MHOI'0 3aKOHHOT'O OCHOBaHHUSL.

Me:kceTeBoil J3KpaH — JOKalbHOE (OJHOKOMIIOHEHTHOE) WIH (PYHKIHMOHAIBHO-
pacipelielieHHOe ~ IporpaMMHoe  (IporpaMMHO-alNapaTHOe)  CPeACTBO  (KOMIUIEKC),
peaym3yroniee KOHTPOJIb 3a WH(pOpMamuel, TocTymammeld B WHOOPMANHUOHHYIO CHCTEMY
HEePCOHANbHBIX JAHHBIX U (MJIM) BBIXOAALIECH U3 UHPOPMALMOHHON CUCTEMBI.

Hapymmress 0e30nacHOCTH NMEPCOHATBHBIX JAHHBIX — (QU3NYECKOE JIULO, CIy4alHO
WINA TpeJHaMEPeHHO COBEpILIAloIlee JeHCTBUSA, CIEICTBUEM KOTOPBIX SBIISETCS HapylICHHE
0€30MacCHOCTH MEPCOHAIBHBIX JAHHBIX INPU HMX O00pabOTKE TEXHUYECKUMHU CpEICTBaMU B
MH(POPMALIMOHHBIX CHCTEMax MEePCOHAIBHBIX JTaHHbBIX.

HenexnapupoBanHble BO3MOKHOCTH — (YHKIMOHAJIbHBIE BO3MOXXHOCTH CpEJACTB
BBIUUCIIUTEIbHOW TEXHUKH, HE ONHCAHHBIE WJIM HE COOTBETCTBYIOIME OIUCAHHBIM B
JOKYMEHTAIUH, NPH HCIIOJIb30BAaHUM KOTOPBIX BO3MOXXHO HapylleHHe KOH(UAECHIHAIbHOCTH,
JOCTYITHOCTH WJIM LENOCTHOCTU 00OpabdaTeiBaeMON HHGOpMaIUH.

HecaHknmoHMpPOBaHHBIN J0CTYN (HECAHKIMOHMPOBAHHbIE AelicTBHSI) — JOCTYH K
uH(pOpMaLU WK IeUCTBUS ¢ HH(OpMaLMel, HapyIIaloliye paBuia pa3rpaHUueHus JOCTyIa ¢
UCMOJIb30BAaHUEM IITATHBIX CPEJICTB, MPEIOCTaBIIEMbIX HH(MOPMALMOHHBIMU CHCTEMaMHU
NIEPCOHAIBHBIX JTaHHBIX.

Hocureas nndopmanun — pusnyeckoe JUI0 UM MaTepHATIbHBIA OOBEKT, B TOM YHCIIE
¢uznyeckoe mosie, B KOTOPOM HH(pOpManus HaXOAUT CBOE OTpPa)XE€HHE B BHUIE CHUMBOJIOB,
00pa30B, CUTHAJIOB, TEXHMYECKHX PELIEHUH U MPOIECCOB, KOJIMYECTBEHHBIX XapaKTEPUCTUK
(bu3NYECKUX BEINYMH.

O0e3MYMBaHMe NEPCOHAJbHBIX MAaHHBIX — JEHCTBUSA, B pe3yibTaTe KOTOPBIX
CTAaHOBUTCS HEBO3MOXHBIM 0€3 MCIIOJIBb30BaHMs JONOJHUTEIBHON MH(GOpMALMU ONPEEIIUTh
NPUHAAIEKHOCTh TIEPCOHANBHBIX JIaHHBIX KOHKPETHOMY CYOBEKTY NEPCOHATIBHBIX JAHHBIX.

O0paGoTKa nepcoHAJBHBIX JaHHBIX — JIF000€ elicTBUE (Onepalysi) Ui COBOKYITHOCTh
neiicTBuil (omeparuii), coBeplIaeMbIX C HCHOJb30BAHHWEM CpEACTB aBTOMATH3alMM WU 0e3
UCIIOJIb30BAaHUSl TaKUX CPEICTB C NEPCOHAIbHBIMU JIaHHBIMM, BKJIIO4Yas cOop, 3amuch,
CHCTeMaTH3allMI0, HAKOIUICHNE, XpaHeHUe, YTouHeHne (0OHOBJICHUE, N3MEHEHHE), H3BIICUCHHE,
WCIIONIb30BaHUe, TMepenavy (pacmpocTpaHEHWe, MPEeNOCTaBICHHE, JOCTYM), O0e3INYHUBaHHE,
OJI0OKMpOBaHKE, YAaJICHUE, YHUUTOKEHHE EPCOHATBHBIX JaHHBIX.

Omnepatop (MepPCcOHAIBHBIX [JAaHHBIX) — TOCYJAapCTBEHHBIM OpraH, MYHULUIIAJIbHBIN
Oprad, IOpPHIMYECKOEe WM (PU3NYECKOE JIMII0, CAMOCTOSITEIbHO WJIM COBMECTHO C JAPYTHMMHU
JUIAMH OPTaHU3YIOUINE U (UJTH) OCYIIECTBIISIIOIINE 00pabOTKy NEPCOHAIBHBIX JTAHHBIX, a TAKXKE
OTpeNieNAIonue 1ean 00paboTKM TMepCOHANBHBIX JIaHHBIX, COCTaB MEPCOHAIBHBIX JaHHBIX,
MoIeXKANINX 00paboTKe, AEHCTBUS (OTIEpaIliH ), COBEPIIAEMbIE C IEPCOHATILHBIMU JTAHHBIMHU.

Texnunuyeckue cpeacrsa HMHGOPMALUMOHHONH CHCTEMBI IEPCOHANBHBIX JAHHBIX —
CpEACTBa BBIUUCIUTEIBHOW TEXHUKH, MH(POPMALMOHHO-BBIYNCIUTENbHBIE KOMIUIEKCHI M CETH,
CpeCTBa U CUCTEMBI Iepenauu, npuema u oopadorku I1/IH (cpeacTBa u cucTeMbl 3ByKO3aIUCH,
3BYKOYCHJICHHS, 3BYKOBOCIIPOM3BEIEHHS, IEPErOBOPHbIE M TEJIEBU3HMOHHBIE YCTPOMCTBA,
CpeACTBAa M3TOTOBJICHUS, THPAKUPOBAHUS JOKYMEHTOB U JpYyrue TEXHUYECKHE CpPEeICTBa



00paboTKM  pedeBOM, TrpaduyecKkol, BUIACO- W OyKBEHHO-TU(POBON  MHOPMAIIIH),
IPOTPaMMHBIE CpPE/ICTBA (ONEPAallMOHHBIE CHCTEMBbI, CUCTEMBI YIpaBICHHsS 0a3aMy NaHHBIX H
T.I.), CPEJICTBA 3aLUTHI MH(OpMALK, IPUMEHsIEMbIE B MHPOPMALIMOHHBIX CUCTEMAX.

IlepexBatr (uHopManmMm) — HENPABOMEPHOE TMOJIyueHHE HUHPOpPMALUU ¢
UCIOJIb30BAHUEM TEXHUYECKOI'O CpEACTBA, OCYILECTBIIAIOLIET0 OOHAapyXeHHEe, IpUeM Hu
00paboTKy HH()OPMATHBHBIX CUTHAJIOB.

IlepconanbHble faHHBIE — J1t00as MHGOPMAIUA, OTHOCSILANACS K IPSAMO UM KOCBEHHO
OTIpeIeIICHHOMY WJIH ONpeesieMoMy (GU3NYecKOMY JIHIY (CyOBEKTY MEPCOHANBHBIX JaHHBIX).

ITo0o4HbIe 3JIEKTPOMATHMTHBIC HW3JIY4YeHHs M HABOAKH — DJJIEKTPOMAarHUTHBIC
U3YYEeHUSI TEXHUYECKUX CPEICTB 00pabOTKM 3ammiiaeMoil MHGOpMaIiy, BO3HUKAIOIINE Kak
no0OYHOE $SIBJIEHME U BbI3BAHHBIE JIIEKTPUYECKHMMM CHUTHAJAMM, JEHCTBYIOIIMMH B HX
AIIEKTPUYECKUX M MArHUTHBIX LEMSAX, a TAK)KE 3JIEKTPOMArHUTHbIE HABOJKU 3TUX CUTHAJIOB Ha
TOKONPOBOAAIIME JIMHUHU, KOHCTPYKLIUU U LIETIN IUTAHUS.

IHosb3oBaTes b HMH(OPMALMOHHOW CHCTEMbl MEPCOHAJBHBIX JAaHHBIX — JIKLO,
y4yacTBymoliee B (yHKIIMOHUPOBAHUM MH(OPMAIIMIOHHON CHUCTEMBI NEPCOHAIBHBIX JaHHBIX WIIH
UCIOJIb3YIOIEE PE3YNbTaThl €€ (PYHKIIMOHUPOBAHUS.

IIpaBnia pasrpaHu4eHusi JOCTYNAa — COBOKYIIHOCTb IIPAaBWJI, PETIAMEHTUPYIOIIUX
IpaBa JocTylna CyObeKTOB JOCTyNa K 00bEeKTaM JI0CTyIa.

IIporpamMmmHas 3aKjajKa — KOJ IIpOrpaMMBbl, IIPEHAMEPEHHO BHECEHHBIN B IPOrpaMMy
C IEeNBI0 OCYIIECTBUTH YTEUKY, H3MEHHTH, OJIOKHPOBATh, YHUYTOXXUTh WH(POPMALHUIO WIH
YHUYTOXXUTh U MOAM(DULUPOBATH HpPOrpaMMHOE obOecriedeHne HH(GOPMALMOHHON CHUCTEMBI
NEPCOHAIBHBIX JaHHBIX U (WJIM) OJIOKMPOBATH allapaTHbIE CPEICTBA.

IIporpammuoe (mporpaMMHO-MaTeMATHY€eCKOe) BO3/1eiicTBHE -
HECAaHKIIMOHMPOBAHHOE BO3/CHUCTBHE HA PECypChbl aBTOMATU3MPOBAHHOW HH(POPMALMOHHOM
CUCTEMBI, OCYILIECTBISIEMOE C UCIOIb30BAaHUEM BPEIOHOCHBIX IPOrpaMM.

PacnipocTpaneHnne nmepcoHaJbLHBIX JAHHBIX — JICHCTBUS, HAIPABICHHBIE HA PACKPBITHE
NEPCOHAIBHBIX JAHHBIX HEONPEJIETIEHHOMY KpPYTY JIULL.

Pecypc wunHpopManmoHHOM CHCTEMbI — HMEHOBAHHBIM JJIEMEHT CHUCTEMHOIO,
MPUKIIATHOTO UITU allapaTHOro odecrnedeHnst pyHKIMOHUPOBaHUS HH(OPMAIITMOHHON CUCTEMBI.

CnenmnanbHble KaTeropuy IEPCOHAJIBbHBIX JAHHBIX — I[IE€PCOHAIBHBIE JIaHHBIE,
KacalolllMecsi  pPacoBOM, HAIMOHAJIBHOM  NPUHAJUIEKHOCTH, MOJUTHYECKUX  B3TJISOB,
PEUTHO3HBIX WM (UIOCOPCKUX YOeXKIEHHH, COCTOSHHUS 3A0pPOBbS M WHTHUMHOM KHU3HH
CcyOBeKTa MepCOHATBHBIX JaHHBIX.

CpencrBa BbIYMCIUTENbHON TEXHHUKH — COBOKYITHOCTb IPOTPAMMHBIX U TEXHUYECKUX
AIIEMEHTOB CHCTEM 00pabOTKU JaHHBIX, CIIOCOOHBIX (PYHKIIMOHHPOBATH CAMOCTOSITENIbHO WIIN B
COCTaBE APYTUX CHCTEM.

CyobekT aocryna (cy0beKT) — JUII0 WIA TPOIEcC, JEHCTBUS KOTOPOTO
pErIaMeHTUPYIOTCS IPaBUJIaMH pa3rpaHUYEHUs 10CTyIa.

TexHuveckuii KaHaJ yTeykd MHPOPMALMU — COBOKYIMHOCTb HOCHUTENS MH(OpMau
(cpenctBa 00pabOTKM), (DU3UYECKON Cpeabl paclpocTpaHeHUs WHPOPMATUBHOTO CHUTHAlA WU
CPEICTB, KOTOPBIMU J100bIBaeTCS 3amiuiaeMasl HHhopMalus.

TpancrpannyHasi mepefada NepPCOHAJIBHBIX [JAaHHBIX — Ilepelada INEPCOHAIBHBIX
JTAaHHBIX onepaTopoMm uepes ['ocynapcrBenHyto rpanuiy Poccuniickoit denepanum oprany BIacTH
MHOCTPAHHOTO TIOCYAapcTBa, (PU3MUECKOMY WIM IOPUIMYECKOMY JIMILy HHOCTPAHHOTO
rocyzapcraa.

Yrpo3bl 6€30MacHOCTH MEePCOHAIBHBIX JAHHBIX — COBOKYITHOCTb YCIOBHIA U (haKTOPOB,
CO3/AIOIIMX OIMAcCHOCTh HECAHKIMOHUPOBAHHOTO, B TOM UYHCIE CIy4allHOro, JA0CTyma K
NEPCOHAIBHBIM JaHHBIM, PE3YJbTATOM KOTOPOIO MOXET CTaTh YHUYTOXXEHHE, H3MEHEHHE,
0JIOKMpOBaHME, KONHMPOBAHHUE, PACIPOCTPAHEHHE IEPCOHATIBHBIX JAHHBIX, & TAaKXKe HHBIX
HECAaHKIIMOHMPOBAHHBIX JCUCTBUI mpu uX 00paboTke B HUHPOPMALMOHHOM cCHUCTEME
NIEPCOHAJIBHBIX JaHHBIX.
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YHHYTOKEHHE NEePCOHAJBHBIX [JaHHBIX — JICHCTBHA, B peE3ylbTaTe KOTOPBIX
HEBO3MOXXHO BOCCTaHOBUTH COJEP)KaHUE NMEPCOHAIBHBIX JAHHBIX B MH(POPMALIMOHHON cuCTEMe
IIEPCOHAIBHBIX JaHHBIX WM B PE3YJIbTAaTe KOTOPBIX YHHYTOXKAIOTCS MaTepUaJIbHBIE HOCUTEIIN
NEPCOHAIbHBIX JaHHBIX.

Yreuka  (BammmiaeMoii) uvHPoOpManmMH MO  TEXHHYECKHM  KaHajlaM  —
HEKOHTPOJIMPYEMOE PACIpOCTpaHeHHe WHGPOPMALMK OT HOCUTEIS 3aluIiaeMoil MHpopMauu
yepe3 (U3MUECKYI0 Cpely A0 TEXHMYECKOI'O CpE/CTBA, OCYILECTBIIAIOLIEr0 IepexBar
uHpOpMaLnH.

Ysa3BuUMOCTh — Cl1a0OCTh B CPEACTBAX 3alllUThl, KOTOPYIO MOYKHO MCIIOJIb30BaTh JJIs
HapYyIICHUS CUCTEMBI WM COJeprKalleiics B Hell mH(opMaIum.

IlesocTHOCTH MH(pOPMAHMKM — CLIOCOOHOCTh CPEJICTBA BBIUYUCIUTENBHOW TEXHUKH WIN
ABTOMATH3UPOBAHHON CHCTEMBI O00€CIeYMBAaTh HEU3MEHHOCTh HWH(POPMALMU B YCIOBHUSX
CJIy4alfHOr'O W/WJIM MpeHaMEPEHHOI0 UCKaKEHUs (pa3pyLIeHHMs).



O0o03Ha4YeHUs ¥ COKPALEHUs
ABC — aHTUBHpPYCHBIE CPE/ICTBA
APM — aBTOMaTH3UpPOBAaHHOE paboyee MECTO
BTCC — BcriomoraTeibHblE TEXHUYECKHE CPEICTBA U CUCTEMBI
NCIIdH — nadopManmonHas cucTeMa MepCOHAIbHBIX JTAHHBIX
K3 — xonTponupyemas 30Ha
JIBC — nokanbHasi BBIYMCIUTENIbHAS CETh
MH IT/IH — MalIMHHbBIE HOCUTEIIN EPCOHAIBHBIX JaHHBIX
MD — mexceTeBoil IKpaH
HC]] — HecaHKIIMOHMPOBAaHHBIN JOCTYII
OC — onepanoHHas cucTeMa
I1/TH — mepcoHanbHBIE JaHHBIE
[IMB — nporpaMMHO-MaTeMaTHYECKOE BO3JCHCTBUE
I10 — mporpamMmMHoOe obecrieueHue
[IOMMUH — no6oyHbIe 3IeKTPOMArHUTHBIC U3TYYEHUSI U HABOJKU
CA3 — cuctema aHanu3a 3alIUIIEHHOCTH
CBT — cpeacTBa BBIUUCIUTEIBHON TEXHUKHU
C3U — cpencTBa 3amuThl HHGOPMAITUH
Cu3U I1Jx — cucrema (mmoacucTeMa) 3allUThl IEPCOHATBHBIX TaHHBIX
COB - cucrema 00HapyKeHUsI BTOPKEHUI
TKY U — TexHuyeckue KaHalbl yTeUKU HHGOpMAIUU
VYBIIJIa — yrpo3sl 0€30MacHOCTH MEPCOHATIBHBIX IAaHHBIX
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BBenenune

[Monmutuka wHpOpPMALMOHHON  Ge30macHOCTH B MHGOPMALMOHHBIX  CHCTEMax
nepcoHanbHBIX AaHHBIX HII PMD pa3pabotaHa B COOTBETCTBMM C NPHKAa30M MPE3UACHTA
HorapuanbsHoit nanatel Pecriyonukun Mapwuii O (nanee- HIT PMD) ot 10.08.2020 Ne13/20 «O6
opranuszanuu padoT mo odecrneyeHno 0€30MaCHOCTH MEePCOHANBHBIX JAHHBIX MPU UX 00paboTke
B MH(OPMALMOHHBIX CHCTEMAaxX MEPCOHAIBHBIX NaHHBIX B HIT PMDy.

B [Ilomutuke omnpenenensl TpeOoBaHuss K moib3oBarensm  MCIIJIH, creneHn
OTBETCTBEHHOCTH  moib3oBatenel  WCIIJIH, cTpykTypa U  HEoOXOIUMBIH  YpOBEHb
3alUIIEHHOCTH, CTAaTyC M JOJDKHOCTHBIE OOS3aHHOCTH pPAOOTHHUKOB, OTBETCTBEHHBIX 3a
obecrieueHue 6e3onacHocTu nepcoHanbubix Aanubix B UCII/IH HoTapranbHOM nanaThl.

1. OO0uue mos10:xkeHUs

Henbto Hactosmeil [lonuTtuku sBusieTcst obecneueHue 6€30MacHOCTH OOBEKTOB 3aIllUTHI
HCTI/Ix ot Bcex BUAOB yrpo3, BHEIIHUX M BHYTPEHHUX, YMBIIUICHHBIX U HEMPEIHAMEPEHHBIX,
MUHUMU3ANUA yiep0da oT BO3MOXKHON peanu3anuu yrpo3 6ezonacuoctu [1/[x (nanee - YBIT/IH).

besomacHOCTh ~ MEPCOHAIBHBIX  JAHHBIX  JIOCTHTAeTCsl  MyTeM  HCKIIOYCHHUS
HECAaHKI[MOHHUPOBAHHOTO, B TOM YHCJIE CIYy4alHOrO, JIOCTyNa K TIE€PCOHAIBHBIM JaHHBIM,
pE3yIbTaTOM KOTOPOTO MOXET CTaTh YHUUYTOXKEHUE, U3MEHEHHE, OJIOKUPOBaHUE, KOMHUPOBAHHE,
pacrpocTpaHeHHEe NMePCOHAIBHBIX JAHHBIX, & TAKKE HMHBIX HECAHKIIMOHUPOBAHHBIX JICUCTBHIA.

Nudopmanus u cBsi3aHHbIE C HEW pecypchl JODKHBI OBITh  JOCTYIHBI  JUIS
aBTOPU30BAaHHBIX MOJIb30BaTENCH. JIOMKHO OCYIIECTBIATHCS CBOCBPEMEHHOE OOHAPYKEHHE WU
pearupoBanue Ha YBII/Ix

JIOMKHO ~ OCYIIECTBIATHCS MPEJOTBPAIICHUE MPEAHAMEPEHHBIX WM  CIIyYallHBIX,
YACTUYHBIX WM MOJHBIX HECAHKIIMOHUPOBAHHBIX MOIU(DUKAINI U YHUYTOKCHUSI TAHHBIX.

CoctaB O0O0OBEKTOB 3alllUTHl MPEJACTABICH B TIEPEUHE MEPCOHAIBHBIX JaHHBIX,
nomnexanux 3amure. Cocra WCIIIH, noanexammx 3amure, mnpeacraBieH B OTuere o
pe3yabpTaTax MpOBEJEHUSI BHYTPEHHEHN MPOBEPKU 00€CTICUEHHUS 3alIUThI MEPCOHATBHBIX JTaHHBIX
B MH(OPMALIMOHHBIX cHcTeMax MepcoHanbHbIX JaHHbIX HIT PMO (manee — Otyer o pe3ynbpTaTax
MIPOBE/ICHUS] BHYTPEHHEH MPOBEPKH).

2. Obaacts aeiicTBus
CyObextamu Hactosaued Ilomutuku uHOpManuMoHHONW 0€30MacHOCTH SBISIOTCS BCe
JUIa, BOBJICUYEHHbIE B OpPraHU3allMOHHBIE M TEXHOJOTMYECKHE Ipolecchl cOopa, 3amucH,
cUcTeMaTHU3allui, HAKOMJICHUS, XpaHEHUs, YTOUHEHUs (OOHOBJIECHUS, U3MEHEHHUs), U3BJICUCHMUS,
MCIIOJIb30BaHUs, PACIPOCTPaHEHUs (B TOM UHUCIE Mepenady), 00e3IMurnBaHus, OJIOKHPOBAaHMS,
yJaJeHus, YHUUTOXEeHUs IEPCOHATIBHBIX JaHHBIX, oOpabaTteiBaembix B UCII[An HIT PMD.

3. Cucrema 321U THI IEPCOHAIBHBIX JAHHBIX

Cucrema 3anuThl MepcoOHANBHBIX AaHHBIX (anee - Cu3U I1/1H) ctpouTcs Ha OCHOBaHHM:

* Oruera 0 pe3ysbTaTax NpOBEIEHUS BHYTPEHHEHN IPOBEPKH;

» [lepeuHs nepcoHaIbHBIX JaHHBIX, TOUICKAIIUX 3AIIUTE;

* YacTHbIX MOz€eNel yrpo3 6€30MacCHOCTH MEPCOHATIBHBIX JAHHBIX;

* Marpuusl goctynma K TEpCOHAJIbHBIM JaHHBIM B HMHQOPMAIIMOHHBIX CHCTEMax
nepcoHaybHbIX JaHHbIX HII PMD;

* PykoBogsamux nokymeHToB @CTOK u ®Cb Poccnn.

Ha ocHOBaHMHM 3THX JOKYMEHTOB OIpEesieTcsl HEOOXOAUMBIA YPOBEHb 3alMIIEHHOCTH
[MIa xaxmou WUCIIn HII PMD. Ha ocHoBaHWMM aHaim3a aKTyadbHBIX yrpo3 0€30MacHOCTH
IT/{1, ommcanHoro B Monenun yrpo3 m Otuera O pe3yibTaTax IPOBEIEHUS BHYTPEHHEH
IPOBEPKH, AETACTCS 3aKII0UYEHHUE O HEOOXOIUMOCTH HCIOJIb30BAHMUSA TEXHUYECKUX CPEICTB U
OpraHU3aIMOHHBIX MEPONPUATHI U1t oOecnieueHust 6e3omnacHocTH I1/1H.



Js xaxmor MCIIIH moimkeH OBITh COCTABJICH CIHMCOK MCIOJIB3YEMBIX TEXHUYECKUX
CPEJIICTB 3alIUTHI, a TAKKE MPOrPaMMHOTO O0ecTieueHus1, ydacTBymomero B oopadorke I1/1H, Ha
Bcex anemenTax MCII/IH.

B 3aBucumoctu ot ypoHs 3amuiieHHocT MCII/n u akryansasix yrpo3 Cu3U I11n
JOJIKHBI 00ECIIEUHBATh PEATU3ALIUIO CIASAYIOIINX MEp:

v’ MIEHTU(UKAIUIO U AYTEHTU(DUKALNIO CYOBEKTOB JIOCTYIA U 0OBEKTOB JOCTYIIA;

v/ yIpaBjieHHE J0CTYIIOM CyOBEKTOB J0CTYIA K 00BEKTaM JIOCTYIIA;

v/ OrpaHUYEHHE IPOrPAMMHOM CPEJIbL;

v/ 3alIMTy MAlIMHHBIX HOCUTENIEH HMHQPOPMAlMU, Ha KOTOPBIX XpaHATcs H  (WIIK)
00pabaThIBarOTCS MEPCOHANLHBIC JaHHBIC;

v/ perucTpanmio coObITHIA 6E30IaCHOCTH;

AHTUBUPYCHYIO 3aIIUTY;

oOHapykeHue (MPeJOTBPAIICHNUE) BTOPKCHHI;

KOHTPOJIb (QaHAJIN3) 3aIIUIIICHHOCTH IEPCOHATBHBIX JTAHHBIX;

obecrnieueHre eIOCTHOCTH HHPOPMAITMOHHON CUCTEMBI U IEPCOHAIBHBIX JTaHHBIX;
obecrnieueHne JOCTYITHOCTH MEPCOHATBHBIX JTAHHBIX;

3aIUTY CPEbl BUPTYyaTU3alNU;

3aIIUTy TEXHHYECKUX CPECTB;

3auUTy “HHOPMALIMOHHON CUCTEMBI, €€ CPEJICTB, CUCTEM CBS3H U IepPelayi JaHHBIX;
BBISIBJICHHE WHIIUICHTOB (OJJHOTO COOBITHS WJIM TPYIIBI COOBITHI), KOTOPBIE MOTYT
MPUBECTU K COOSM HIIM HApYIICHHIO (QYHKIIMOHUPOBAHUS MHGOPMAITMOHHON CUCTEMBI U (WJIH) K
BO3HUKHOBEHHUIO yIrpo3 O€30MaCHOCTH TEPCOHAIBHBIX JaHHBIX (Jajiee - WHIMJICHTHI), W
pearupoBaHue Ha HUX;

v’ ynpasiieHue KOHQUrypariein HHPOPMaIMOHHONW CUCTEMbI U CUCTEMBI 3amuThl T1/TH.

[TepeueHs UCIOIB3yEeMBIX MPOTPAMMHO-TEXHUYECKUX CpeACTB 3amuThl [1/[H oTpaxkaercs
B TexHuueckux mnacnoptax Ha WCII[IH. [lepeueHp MCHONB3yeMBIX MPOTPAMMHO-TEXHUYECKHX
cpencTs 3anuThl [1J[H 70KEeH MOIIepKUBATHCS B aKTYaJIbHOM COCTOSTHHM.

AN N N N N NN

4. TpedoBanus k nogcucremam Cu3U I1/1n
Cu3U I1JIn MosxeT BKITI0YaTh B ce0s CleAyIONIne OICUCTEMBI:

[Toncucrema ynpaBiaeHHs JOCTYIIOM.

[Togcucrema perucrpanuu u ydera.

IToncucrema obecnedeHus EIOCTHOCTH.

[Toncucrema aHTUBUPYCHOM 3aIUTHI.

[Toncucrema MeXCeTeBOT0 SKpaHUPOBAHUS.

[Moncucrema aynurta 6€30MaCHOCTH.

IToncucrema oOHapyKEHUST BTOPIKEHUM.

[Toncucrema kpunrorpaduyecKoi 3amuThI.

IToncucrema ynpasieHus nporeccamu odbecneuenus 6ezonacuoctu I1/1H.
0. [Toxcucrema obecnieuenus gocrymaocta [1/1H.

HoOoo~NoGOr~wWNE

4.1 IMoxcucrema ynpasjieHUus1 10CTYIIOM

Ha3snauenue:

[Toncucrema yrpaBiieHUsT JOCTYIIOM TIpeHA3HAYCHA JUIS PEAN3alliu CIEIYIONINX Mep
o obecrneyeHuto 6e3onacuoctu I1/1H:

v’ uaeHTHUKAIUS U ayTeHTU(DUKALUS CYOBEKTOB JIOCTYNA U 0OBEKTOB JOCTYIIA;

v/ yIpaBlieHHE JIOCTYIIOM CyOBEKTOB JIOCTYIA K 00BEKTaM JI0CTYIIA;

v/ OrpaHMYeHHE IPOrPaMMHOM CPEIbI;

v/ 3alMTa MalIMHHBIX HOCHTENEH MH(pOPMAllMM, Ha KOTOPHIX XpaHATcs H (WMJjH)
oOpabaTeIiBatoTCs NepcoHanbHbIe qanHble (nanee — MH I1/1H);

v/ 3aIUTa TEXHUYECKUX CPEICTB.
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Tpeoosanusn k noocucmeme:

B coorBerctBuM ¢ [9] s moAcHCTEMBl  YIPABIEHUS JIOCTYIIOM YCTaHOBJIEHBI
clleAyIolue TpeOOBaHus:

1. Mepsl mo wuaeHTH(PUKALMK M ayTEHTH(PHUKAIUU CYOBEKTOB JOCTyNa M OOBEKTOB
JIOCTyIa JOJKHBI 00ecrednBaTh MPUCBOCHHE CyOBEKTaM M OOBEKTaM JOCTYyIa YHMKaJIbHOI'O
npu3Haka (MACHTU(PHUKATOPA), CpPAaBHEHHE INPEABSIBISIEMOT0 CyObEeKTOM (0OBEKTOM) JOCTyIa
UACHTU(PUKATOPA C [EpeYyHeM IPUCBOEHHBIX HMJIEHTH()UKATOPOB, a TaKKe IPOBEPKY
NPUHAIICKHOCTH CyObeKTy (00BEKTy) JO0CTyna MpeabsBICHHOIO UM HWACHTH(HKATOpa
(moaTBepKACHUE TOITTAHHOCTH ).

2. Mepsl 1O yIpaBICHHUIO JTOCTYIIOM CYOBEKTOB JOCTYIA K OOBEKTaM JOCTYNa JOJDKHEI
o0ecrieunBaTh YIpaBJICHHUE IpaBaMU U TNPHUBWIETUAMHU CYOBEKTOB JOCTYIA, Pa3rpaHUYEeHUe
JIOCTyTa CYOBEKTOB JJOCTYNAa K 00BEKTaM JIOCTYIa Ha OCHOBE COBOKYIHOCTH YCTAHOBJICHHBIX B
MH(POPMALIMOHHOM CUCTEMe MpaBWJl Pa3rPaHUYEHUs JI0CTYIA, a TaKXkKe 00ecreuyuBaTh KOHTPOJIb
3a COOJIIO/ICHIEM ATHX TPABHIIL.

3. Mepsbl MO OrpaHMYEHHUIO MPOrPaAaMMHOM Cpelbl TOJKHBI 00ecreuyuBaTh YCTAaHOBKY M
(M) 3amycK TOJNBKO pPa3pelieHHOTO K HCIOJb30BAHMIO B HMH(OPMAIIMOHHOW CHCTEME
IPOrPaMMHOr0 OOECIEeYeHHUsT WJIM MCKIYaTh BO3MOXKHOCTh YCTAaHOBKHM M (MJIM) 3alycka
3aIPemeHHOT0 K HCIIOJb30BaHUIO B MH(POPMALIMOHHOMN CUCTEME IPOTPaMMHOTO 00ECTICYeHHUS.

4. Mepsl 110 3al1TE MAIIMHHBIX HOCUTEJIEH MEPCOHANIBHBIX TaHHBIX (CpeiCTB 00paboTKU
(XpaHeHUsI) IEPCOHATBHBIX JAHHBIX, ChEeMHBIX MAIIMHHBIX HOCHUTEINECH MepCOHATBHBIX JTaHHBIX)
JIOJDKHBI UCKJIF0YaTh BO3MOXKHOCTh HECAHKIIMOHMPOBAHHOIO JOCTYIA K MALIMHHBIM HOCHUTEJISM
U XpaHSAMIMMCS Ha HHUX [EPCOHAJIBHBIM JAHHBIM, a TaKkKe HECAaHKIMOHHPOBAHHOE
UCIOJIb30BaHUE ChEMHBIX MAIIMHHBIX HOCUTEJIEH ePCOHANBHBIX JaHHbIX.

5. Mepsl 110 3aIUTe TEXHUUYECKUX CPEJICTB JOJDKHBI HCKII0YaTh HECAHKLIMOHUPOBAHHBII
JOCTYTI K CTaIllHOHAPHBIM TEXHHUYECKUM CPEJCTBaM, 00pabaThIBAIONINM NIEPCOHATIBHBIE JaHHBIC,
cpeacTBaM, oOecreuuBarOUM (DYHKIIMOHUPOBAaHHE HMH(OPMAIIMOHHONW CUCTEMBI (Janee -
cpeactBa oOecrieueHust (PYHKIIMOHUPOBAHMS), U B TIOMEIICHUS, B KOTOPBIX OHHU TOCTOSIHHO
pAacIoNo’KeHbl, 3aAIIUTY TEXHUYECKHX CpPEICTB OT BHELIHMX BO3ICHCTBUI, a Takke 3alluTy
NIEPCOHANBHBIX JTAHHBIX, MPEICTABICHHBIX B BHJIE HH(POPMATUBHBIX JIEKTPHUECKUX CHTHAIIOB U
du3ndeckux mnosuei.

Cooepoicanue mep no ynpaeneHuro 00Cmynom:

B coorBerctBuu ¢ [9] um ypoBHeMm 3ammineHHoctd II[IH QyHKIMM moOACHCTEMBI
yIIpaBJICHUS TOCTYIIOM O0ECIIEUNBAIOTCS peain3alneil caeIyronmx Mep:

Nnentupukanusi 1 ayreHTHQUKANUSA CyOBEKTOB A0CTyNa M O0BEKTOB A0CTyIa
(UAD):

v uIeHTU(UKANUS W ayTeHTU(UKAIUS MOJB30BaTENCH, SBIAIOIUXCA PabOTHUKAME
oreparopa;

v\ uIeHTH(UKANUS W ayTeHTH(UKAIMsS YCTPOWCTB, B TOM YHCJIE CTAIIMOHAPHBIX,
MOOWIJIBHBIX W TOPTATUBHBIX;

v ympaBieHWe HMICHTU(PHUKATOPaMH, B TOM 4YHCIE CO3[IaHHE, MPHCBOCHUE,
YHUYTOXCHUE HIICHTH(PHUKATOPOB;

v ympaBieHHWE CpENCTBAMH AayTEHTH(UKAIMH, B TOM YHCIE XpaHEHWE, BbIIauya,
WHUIAATA3a1Us, OJIOKUPOBAHNE CPEJCTB ayTeHTH(DUKAIINY U IPHHATHE MEP B CITydae yTpaThl U
(M) KOMIPOMETAIIMU CPEACTB ayTeHTU(PUKALINY;

v/ 3ammTa 0OpaTHOM CBSI3M IIPU BBOJIE ayTEHTH(HUKAIIMOHHOM HH(OPMAIINH;

v WIEeHTU(UKANUS U ayTeHTUPUKALUS TOTb30BATENCH, He SBIAIONMXCSA paObOTHUKAMHE
orepaTopa (BHELIHUX IOJIb30BaTENeH).

YnpasiieHue 10CTyNIOM Cy0ObeKTOB JA0cTyna k o0bekTaMm gocryna (YILI):

v/ ympasieHue (3aBeJICHUE, aKTHBAILMs, OJOKHPOBAHME W YHUYTOXKEHUE) yIECTHBHIMH
3aMuCcsMH M0JIb30BaTeNeH, B TOM YHCIIEe BHEIIHUX MOJIb30BaTENeH;
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v\ peanuszands HEOOXOAUMBIX METONOB (IUCKPELMOHHBINA, MAHIATHBIA, POJIEBOM WIIH
MHOM METOJ]), TUIIOB (YTEHME, 3aIUCh, BHIIOJIHEHUE WM MHOM THI) W IPAaBWJI pa3rpaHUUYEHUS
JOCTYTIa;

v\ ynpaBlicHUE (punprparnus, MaplIpyTU3aLus, KOHTPOJIb COEIMHEHHI,
OJIHOHAMpaBJICHHAs NepeJaya U WHbIE CIOCOObI yNpaBieHHs) HHPOPMAIMOHHBIMH MOTOKaMU
MEXIy YCTpOMCTBaMH, CErMEHTaMH HWH(POPMALMOHHOW CHCTEMBI, a TaKKe MEXKIY
MH(OPMALIMOHHBIMU CUCTEMAaMU;

v\ pasjeieHue IIOJHOMOYMI (poJieil) MOJb30BaTeNeH, aIMUHHUCTPATOPOB M JIMIL,
obecnieunBaromux GyHKIIMOHUPOBaHUE HH(POPMALIMOHHON CUCTEMBI;

v Ha3zHAa4YCHUC MUHUMAJIIBHO H€O6XOI[I/IMBIX npaB Hu HpI/IBI/IJ'IeI‘I/Iﬁ I10J1b30BAaTCIIAM,
aIMUHHCTpaTOpaM U JHlaM, o0ecreunBaomuM (GYHKIIMOHUPOBaHUE HH(POPMAIMOHHOMN
CHUCTEMBI,

v OrpaHMYEHHE HEYCIEUIHBIX MOMBITOK BX0Ja B HH(POPMALIMOHHYIO CHCTEMY (I0CTyIa
K MH(POPMALIMOHHOH cHUCTEME);

v\ npenynpekaeHue IMOoJb30BaTelsl MPU €ro BXOA€ B MH(POPMALMOHHYIO CHCTEMY O
TOM, YTO B MH(POPMAIIMOHHON CHUCTEME pPEaTM30BaHBI MEPhI MO OOECICUCHUI0 0e30MacHOCTH
MEPCOHAIBHBIX TAHHBIX, © O HEOOXOIUMOCTH COOIIOICHUS YCTAHOBIIEHHBIX ONIEPAaTOPOM MPaBUI
00paboTKM IEPCOHATBHBIX JaHHBIX;

v’ OIOBEILEHUE MOJIB30BATENS TOCIE YCIENIHOrO BX0/1a B HH()OPMAIIMOHHYIO CHCTEMY
0 €ro MpebIIYIIEM BX0/1€ B UHPOPMAIIMOHHYIO CUCTEMY;

v/ OrpaHHYEHHE YKCIIA MapauIebHBIX CEAHCOB JOCTYIA IS KaKIO0M yYETHOM 3aImcH
M0JIb30BaTENsl HH(POPMAIIMOHHOW CUCTEMBI;

v/ OJOKMpOBaHHME ceaHCa JOCTylla B  HH(QOPMAIMOHHYIO  CHCTEMY  IIOCIE
YCTaHOBJICHHOT'O BpEMEHH 0e3/1eHCTBUS (HEaKTUBHOCTH) MOJIH30BATENS WU IO €T0 3a1pocy;

v paspenienue (3amnper) AHCTBHI TOJIL30BaTENEH, pa3pelleHHbIX 10 UICHTH()UKAIINHI
U ayTeHTUUKALINY;

v\ nmojjgepKka M COXpaHeHWE aTpuOyTOB 6e30macHOCTH (METOK 0e30IMacHOCTH),
CBSI3aHHBIX ¢ HH(pOpMaIIMEel B poIecce ee XpaHEeHUs B 00paboTKH;

v peanuszanys 3alUIIEHHOIO YIAJIEHHOTO JOCTYIa CYOBEKTOB JOCTYIa K OOBEKTaM
JOCTyTa Yyepe3 BHEIIHNE NHPOPMAITMOHHO-TEIEKOMMYHUKAIIHOHHBIE CETH;

v periraMCHTallud MW KOHTPOJIb HCIIOJB30BaHHUA B I/IH(bOpMaIII/IOHHOI\/JI CUCTEMC
TEXHOJIOTHI 0ECIIPOBOHOTO IOCTYIIA;

v perilaMCHTallud MW KOHTPOJIb HCIIOJIb3OBAHHA B I/IH(l)OpMaIII/IOHHOI\ﬁ CUCTEMC
MOOUJIBHBIX TEXHUYECKHUX CPECTB;

v ympaBjieHHE B3aMMOJEHCTBHEM ¢ WH(POPMAIMOHHBIMH CHCTEMaMH CTOPOHHUX
opraHu3anuii (BHemHue UHPOPMAIIHOHHBIE CUCTEMBI);

v olecrieyeHue JOBEPEHHON 3arPy3KH CPEICTB BEIYNCIUTELHOM TEXHUKH.

Orpannyenune nporpammuoi cpeast (OIIC):

v\ ynpaBlieHHE 3aIycKoM (0OpalleHusIMK) KOMIIOHEHTOB IIPOIPAMMHOIO 00ECIIEUeHuS,
B TOM YHCJE OIpeAeeHHe 3allyCKaeMbIX KOMIIOHEHTOB, HACTpOWKa MapaMeTpoB 3arycka
KOMITOHCHTOB, KOHTPOJIb 34 3allTyCKOM KOMIIOHCHTOB IIPOIrpaMMHOT0 06ecnequI/I$[;

v\ yOpaBlieHHE  yCTaHOBKOW  (MHCTAIANMEH)  KOMIOHEHTOB  IPOIPaMMHOIO
oOecrieueHrs, B TOM YHCIIC OINpe/elicHue KOMITOHEHTOB, IMOJJISKANIUX yYCTAaHOBKE, HACTPOMKa
MapaMeTpoB YCTAHOBKM KOMITIOHEHTOB, KOHTPOJb 32 YCTAHOBKOH KOMIIOHEHTOB MPOTPAMMHOTO
obecreyeHus;

v ycTaHOBKa (MHCTAJUIAIMS) TOJBKO Pa3peIleHHOro K MCIOIb30BAHUIO IPOrPAaMMHOTO
oOecrnieyeHus U (WJIK) ero KOMIIOHEHTOB;

v\ yOpaBlieHHE BpeMEHHBIMH (aillaMd, B TOM YHCIIE 3alpeT, pa3pelieHue,
NepeHaripaBIeHHE 3alliCH, YAalleHue BPEMEHHBIX (DaiisIoB.

3ammTa MalIMHHBIX HOCUTeEJIel nepcoHaNbHbIX J1aHHbIX (3HU):

v yuer MaIlMHHBIX HOCHTEJEH EPCOHAIBHBIX JaHHBIX;

v yrpaBJICHUC JOCTYIIOM K MAalllUHHBIM HOCUTCIISIM IMEPCOHAJIBHBIX TAHHBIX
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v KOHTPOJIb NEPEMEILEHUS MAIMHHBIX HOCUTENIEH TIEPCOHAIBHBIX JIAHHBIX 3a TPEIEIbI
KOHTPOJINPYEMOU 30HBIL;

v HMCKIJIOUEHHE BO3MOXKHOCTH HECAHKIIMOHUPOBAHHOTO O3HAKOMJIEHHUS C COJIEPIKAHUEM
NEPCOHAIbHBIX JAHHBIX, XPaHSIIMXCS HAa MAIIMHHBIX HOCHUTENSAX, M (WIM) HUCHOJIb30BAaHUS
HOCHUTEJICH MepCOHAIbHBIX TaHHBIX B MHBIX HH(POPMALIMOHHBIX CHCTEMAX;

v\ KOHTPOJb WCIIOJb30BaHUs HWHTepdeiicoB BBoAa (BbIBOJA) uHPOpMAnuu Ha
MAaIIMHHbIE HOCUTENIN EPCOHAIBHBIX JaHHBIX;

v KOHTpOJb BBOJA (BBIBOJA) MH(MOPMAIMH HA MAIIMHHBIE HOCHTEIH MEPCOHATbHBIX
JAHHBIX;

v KOHTPOJIb TIOIKJIOUCHUS MAIIMHHBIX HOCHTEJIEH EPCOHATIBHBIX JaHHBIX;

v\ yHUUYTOXKEHWE (CTHpaHWe) WIM OO0E3JIMYMBAHUE TIEPCOHANBHBIX JAHHBIX Ha
MAaIIMHHBIX HOCUTENISX IPU UX Iepefade MEXAY I0JIb30BaTelsIMU, B CTOPOHHUE OpraHU3aluu
JUISL pPEeMOHTa WM YTWIM3AallMM, a TakkKe KOHTPOJIb YHUYTOXKEHUS (CTUpaHMs) WIU
00e3IMYnBaHUsl.

3ammra Texunudeckux cpeacrs (3TC):

v 3amura uHMOpPMAaIKMU, 00pabaTHIBAEMOM TEXHMYECKUMU CPEICTBAMHU, OT €€ yYTEUKH
M0 TEXHUYECKUM KaHaJaMm;

v\ opraHm3ainds KOHTPOJIMPYEMOM 30HBI, B MpeleiaX KOTOPOH  IOCTOSHHO
pa3MenialTcs CTallMOHApHBIE TEXHUYECKHUE CpeAcTBa, oOpabarbiBaroiue HHOpMaNHio, U
CpeZACTBa 3alIUTHI MH(POPMAIINH, a TAKXKe CpeacTBa oOecrieueHus (PyHKIIMOHUPOBAHHUS;

v\ KOHTpPOJb W yIpaBieHHE (PU3NYECKUM JOCTYIIOM K TEXHHYECKHM CPEICTBAM,
CpeAcTBaM 3aIIUThl MHPOPMALUHU, CpPEeACTBaM oOecredeHrs (yHKIMOHHPOBAHUS, a TaKkKe B
MOMEIIEHUSI U COOPY)KEHHS, B  KOTOPBIX OHH  YCTAHOBJICHBI,  HCKJIIOYAIOIINE
HECaHKIIMOHUPOBAHHBIN (HPU3MUECKHIl TOCTYI K CpeacTBaM 00paboTKu HHPOPMAIINH, CPEACTBAM
3alUThl MHQOpPMAIMM M CpeAcTBaM oOecnedyeHHus (QYHKIMOHUPOBAaHUSA HH(OpMaIMOHHON
CUCTEMBI, B [IOMEIICHUS U COOPYKEHMS, B KOTOPBIX OHH YCTaHOBJICHBI;

v\ pasMmelleHHe YCTPOWCTB BhIBOjAA (0TOOpakeHMs) MH(POPMAIMHU, HCKIIOYAIONIEE €€
HECaHKIIMOHUPOBAHHBIN IIPOCMOTP;

v\ 3ammTa OT BHENIHUX BO3JEHCTBHA  (BO3NEHCTBHH  OKPYKAIOIIEH  CPEJIb,
HECTaOMJILHOCTH 3JIEKTPOCHA0KEHM S, KOHIULIMOHUPOBAHNS Y MHBIX BHEITHUX (haKTOPOB).

Peanuzayus:

Iloncucrema ynpaBileHHs AOCTYIIOM pEaIM3yeTcs OPraHU3alMOHHBIMU U IIPOrPaMMHO-
TEXHUYECKUMU MEPAMU:

Opeanuszayuonnvle mepwi:

1. Ha3naueHue nuIll, OTBETCTBEHHBIX 3a:

v pa3paboTKy, BHEIpPEHHE M OSKCIUTyaTaI[MIO MOJCHCTEMbBI YIPABICHHS TOCTYIIOM K
I1]1H;

v o6pabotky I1]1H.

2. PaspaboTka W yTBepKIEHHE OTBETCTBEHHBIM JIMIIOM BHYTPEHHUX HOPMATHBHBIX
JIOKYMEHTOB:

v TlonoxeHue o pasrpaHriyeHuy Ipas goctyna K I1/IH;

v Uncrpykius nosib3osatens UCIIH;

v' Uucrpykius aamuanctparopa MCI/IH.

3. VYcraHOBiIeHHME OTBETCTBEHHOCTH 3a HapylIEHHE TMpaBWJl pa3TpaHUYECHUs IpaB
noctyna k [T1H.

4. O3HakomyIeHHE pPAOOTHUKOB C BHYTPEHHUMH HOPMAaTUBHBIMHM JIOKyMEHTAaMH,
perJaMeHTUPYIOIIMMU BOIPOCHI OpraHU3al[uy U pa3rpaHndeHus npas goctyna K [1/1H.

5. VYuer mammHHBIX HocuTenei I1/1x.

6. Opranm3anys KOHTPOJUPYEMOH 30HBI, B Tpenelax KOTOPOHW IOCTOSTHHO
pasMelarTcs CTallMOHApHBIE TEXHUYECKHE CpeAcTBa, oOpabaThiBaroliye HHPOPMALHIO, H
Cpe/cTBa 3alIuThl HHPOPMAIINH, a TAKXKE CPEACTBA oOecrieueHus (PyHKITMOHUPOBAHMS.
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7. KoHTposb u ynpaBieHue GU3MIECKUM JOCTYIIOM K TeXHHUYeCKUM cpeactBam, C3U,
cpenacTBaM obecniedeHus (QYHKIIMOHUPOBAHUS, a TAK)KE B TIOMEIICHUS M COOPYKEHUS, B KOTOPBIX
OHM YCTAHOBJICHBI, UCKJIIOYAIOIINE HECAHKIMOHUPOBAHHBIN (PU3NYECKUI TOCTYN K CpeICTBaM
00paboTku wuH(pOpMANUK, CPEICTBAM 3alUThl HH(POpPMAIIMM M CPEACTBAM OOECICUCHUS
GbyHKIIMOHUPOBaHUSI HTHPOPMAIIMOHHOM CHCTEMBbI, B TIOMELIECHHUS U COOPYKEHHSI, B KOTOPBIX OHU
YCTaHOBJICHBI.

8. Pa3memenune ycTpoicTB BbIBOAa (0TOOpaskeHMs) WH(OpMAIMU, HCKIIOYAIOIIEE €€
HECAHKI[MOHUPOBAHHBIN MPOCMOTP.

9. BHenpenue cucteM moKapoTylIeHUs, KOHIuInoHuposanus, MbI1

IIpocpammmno-mexnuueckue mepul.

1. IratHbiMu  (BCTpOCHHBIMH)  CpeiAcTBaMHM  pasrpanmueHus jgoctyma (OC,
npuioxenuit u CYBJI).

2. CneuuanbHbIMU TMPOTPAMMHO-TEXHUYECKUMHU CPEICTBAMU W/WIM KOMIUIEKCAMU,
OCYIICCTBIISIONUMU JOTOJIHUTEIBHBIE MEPHI TIO YIIPABJICHUIO JTOCTYIIOM (3JICKTPOHHBIC 3aMKH,
OMOMETpUYECKHE HICHTH(PUKATOPHI U T.JI1.).

Pazmewenue:

Monynu noJIcCuCTeMbI YIIPaBICHHsSI TOCTYTIOM MOTYT pa3MelaThCsl:

Ha ypoBHe APM: APMp1 nonb3oBateneit UCIIdun, APMbr anmunuctparopos MUCI/IH;

Ha ypoBHe cepBepoB JIBC: (aiinoBsix cepBepax, cepBepax 0a3 JaHHBIX U T.J.

4.2 Iloacucrema perucTpanyu U yuera

Ha3znauenue:

IToncucrema perucTpaluy U yueTa rnpeiHazHadeHa ajs cOopa M HaKOIUIEHHs CBECHUH O
coObITHAX Oe3omacHoCcTH, Tporcxoasamux B UCITH.

JlanHasi TOJACUCTEMAa HE UCHOJb3YyeTCs HEMOCPEICTBEHHO /i MpeaoTBpalleHus
HapyleHui 0e30macHOCTH, OHa HeoOXoauMa JAjsi OOHapy)KEHUs, 3allUCH W aHalu3a COOBITHIA,
CBSI3aHHBIX ¢ 0OecTieueHreM 0e30MacHOCTH HH(opMaIuu.

Tpebosanua k noocucmeme:

B cootBerctBum ¢ [9] 11t MOACUCTEMBI PETUCTPAIIMHN U YUE€Ta YCTAHOBJICHBI CIEAYIOIIHE
TpeOOBaHUS:

1. Mepsl 1o peructpanuu COOBITHII 0€30MacHOCTH JIOJKHBI oOecneduBarh cOop,
3aMnCh, XpaHEHHE U 3aIUTy MHPOPMALUU O COOBITHIX 0€30MacHOCTH B HMH(DOPMAIMOHHON
CHUCTEME, a TaKKe€ BO3MOXKHOCTh NMPOCMOTpAa W aHaiu3a MH(GOPMALUU O TaKUX COOBITHSIX U
pearupoBaHHe Ha HUX.

Cooepoicanue mep no pecucmpayuu coovimuii 6e30nacHocmu:

B cootBerctBuM ¢ [9] m ycTraHOBIEHHBIM ypoBHeM 3amuuieHHoctd [1/IH dyHkumn
MOJICUCTEMBI PETUCTPALIUU U ydeTa 00eCIeurBaIOTCs peaan3alueil cleayomux Mep:

v’ ompejeneHne COOBITHN 0€30MaCHOCTH, MOJIEKAIIMX PETHCTPAIMH, W CPOKOB HX
XpaHEHUs;

v/ ompejielieHHe COCTaBa W COJAepKaHus HHPOpPMAUM O COOBITHIX 6E30MACHOCTH,
MOJJICKALTUX PETUCTPALINH;

v’ cOop, 3amuchb W XpaHCHHe HHPOPMAIMH O COOBITHAX OE30MaCHOCTH B TEUYEHHE
YCTaHOBJIEHHOT'O BPEMEHH XPaHEHUS;

v/ pearupoBaHWe Ha COOM TPHU PETHCTPAIK COOBITHI 0GE30MacCHOCTH, B TOM YHCIIE
anmnaparHble U MPOorpaMMHbIE OIIKUOKU, cOOM B MeXaHH3Max coopa HHGOpMauu U JOCTHKEHUE
npeziena UM rnepernoiiHeHus 00bemMa (EeMKOCTH) TaMsITH;

v/ MOHUTOPHHT (IIPOCMOTP, AHAIIK3) PE3YJIBTATOB PETHCTPAIMH COOBITHI O€30IaCHOCTH
Y pearupoBaHUE HA HUX,

v/ reHepUpOBaHKME BPEMEHHBIX METOK M (WJIH) CHHXPOHH3AI[Msl CHCTEMHOIO BPEMEHHU B
UH(POPMALIMOHHOM CUCTEME;

v’ 3ammra HHPOPMALUH O COOBITHIX OE€30MACHOCTH.

Peanuzauyun:
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[loxcucrema perucTpanuu M y4yeTa peaju3yercsl OpraHU3allOHHBIMM M IPOrpaMMHO-
TEXHUYECKUMU MEPAMU:

Opeanuzayuonmvie mepol:

1. Ha3nauenue I, OTBETCTBEHHBIX 3a pa3pabOTKy, BHEAPEHUE U HKCILTyaTaIHIO
MOJICUCTEMbBI PETUCTPALIUU U YUeTa.

2. Pa3paboTka u yTBepKACHNE OTBETCTBEHHBIM JuiioM [lopsiaka pesepsupoBanus [11n
BOCCTaHOBJICHHSI pabOTOCIIOCOOHOCTH MTporpaMMHO-TexHudeckux cpencts UCI/x;

3. llopsinkom  pesepupoBanuss [IJlH  u  BoccTaHOBiIEHUS  PabOTOCHOCOOHOCTH
nporpammHo-TexHu4deckux cpeactB MCIIJIH 1omkHBI OBITh OMpe/IeIeHbI:

v' coOBITHS 5E30IaCHOCTH, MOJIEXKAIHE PETUCTPAIIMH, ¥ CPOKH UX XPAHCHHS;

v/ cocTaB M cojepKaHhe HMHQPOPMAIMU O COOBITHAX OE30IaCHOCTH, IOMIEKALINX
pPETrUCTpALINY;

v/ IIEpUOJI IPOCMOTPA OTYETOB O COOBITHAX OE30MACHOCTH;

v/ TOPSIIOK pearupoBanusi Ha COOU MPU PETUCTPAIME COOBITHI OE€30MaCHOCTH.

4. O3HakoMmIIeHHE OTBETCTBEHHBIX paboTHHKOB ¢ [lopsakom pesepBupoBanus [1/In u
BOCCTAHOBJICHHSI pa0OTOCIIOCOOHOCTH MTPOrpaMMHO-TexHIu4eckux cpeacts MCIIIH.

IIpoepammuo-mexnuueckue mepul.

1. HlraTHeIMU (BCTPOEHHBIMU) CpeiCTBaMuU perucrpaunuu codwituil 6ezonacoctu (OC,
npunoxenuit, C31U u CYBJ]).

2. CrenanbHBIMH  TIPOTPAMMHO-TEXHUYECKUMHU  CPEICTBAMHU  H/MIIM  KOMILJIEKCAMH,
peaM3yIOUIMMH JIOTIOJTHUTEIbHBIE MEpPhl MO PETUCTPALUU COOBITUH 0€30MacHOCTH (CHCTEMBI
OoOHapyXeHHsI BTOP>KEHUI).

Pazmewenue:

Monynu noJiICuCTEMBI yIIPaBICHHSI TOCTYTIOM MOTYT pa3MelaThCsl:

Ha ypoBHe APM: APMps1 nonb3oBateneit UCIIdx, APMbr anmunuctparopos MUCI/IH;

Ha ypoBHe cepBepoB JIBC: @aiinoBbix cepBepax, cepBepax 0a3 JaHHBIX, cepBepax
NPWIOKEHUH, CepBepax AEKTPOHHOU MOYTHI, CepBEpax KaTajoros, cepBepax 0€30MacHOCTH U
T.J.

4.3  Tloacucrema odecrieyeHUs eJTOCTHOCTH

Ha3nauenue:

[Toacucrema obecriedyeHus EIOCTHOCTY MpeJHa3HAUYEHA I 00ecTeyeH s IeJI0CTHOCTH
WH(OPMAITMOHHON CHCTEMBI M IEPCOHATBHBIX JTAHHBIX.

Tpebosanua k noocucmeme:

B cootBercTBUM C [9] s MOACUCTEMBI OOECIEUEHUS] LETOCTHOCTA YCTAHOBJICHBI
cleAyrolme TpeOoBaHus:

1. Mepsl 1o oOecriedeHHIO IIEJIOCTHOCTH  HMH(QOPMAIIMOHHOM CHCTEMBI U
MEPCOHANBHBIX JaHHBIX JOJKHBI 00ecreunBaTh OOHApYKEHUE (PAKTOB HECAHKIIMOHUPOBAHHOTO
HapyIIEeHUs IEOCTHOCTH MH(POPMAIIMOHHON CHCTEMBI U COJEPIKAIIUXCS B HEW MEPCOHATBHBIX
JAHHBIX, 4 TAK)K€ BO3MOXKHOCTh BOCCTAHOBJICHUS HH(POPMAITMOHHON CUCTEMBI U COJEPKAIINXCS
B HEH MIEPCOHAIILHBIX JTAHHBIX.

Cooepotcanue mep no odecnevenuIo Yea0CmHoOCmu:

B cootBerctBUM C [9] U ycTaHOBJIEHHBIM ypoBHeM 3amuiieHHocTH [1J[H, yHkunun
MOJICUCTEMBI 00€CTIEYeHHS [IEJIOCTHOCTH 00ECTIEUMBAIOTCS peann3aliei CIeayoX Mep:

v/ KOHTpOJIb IUEJIOCTHOCTH IPOrPAMMHOIO OOECII€YEHHs, BKIIOYas IPOrPAMMHOE
obecrnieueHne CpeCTB 3aluIUThl UHPOPMAIUY;

v KOHTpOJIb LEJOCTHOCTU IIE€PCOHAIBHBIX IAHHBIX, COIEpIKAIIMXCS B 0a3aX JaHHBIX
WH(OPMAIIMOHHON CHCTEMBI;

v’ o0ecrieyeHrie BO3MOXHOCTH BOCCTAHOBJIEHHS IIPOTPAMMHOIO OOECIIEUEHHMsI, BKIIFOUAs
porpaMMHOE OOecTiedYeHUEe CPEACTB 3allUThl WH()OPMAIMK, TIPU BO3HUKHOBEHUU HEIITATHBIX
CUTYalIHil;
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v/ o0HapyXeHHE ¥ pearupoBaHHE Ha IMOCTYIUICHHE B WH()OPMAIMOHHYIO CHCTEMY
HE3aMNpalIiBaeMbIX JIEKTPOHHBIX COOOIIEHUH (MMceM, TOKYMEHTOB) U MHOW HMH(pOpMAIMU, HE
OTHOCSILIMXCS K (YHKLIMOHUPOBAHUIO MH()OPMAIIMIOHHON CHCTEMBI (3alllUTa OT Cllama);

v/ KOHTpOJIb COJIepKaHusi HH(OpMAIINK, TIepeIaBacMOil 13 WH(GOPMAIIMOHHON CHCTEMBI
(KkOHTEHHEPHBIN, OCHOBAHHBIM Ha CBOWCTBaX OOBEKTa JocTymna, W (W) KOHTCHTHBIH,
OCHOBAHHBIM Ha MOMCKE 3alpelieHHol K nepenaye nHPOopMaluu ¢ UCIOJIb30BAHUEM CHTHATYP,
Macok ¥ HHBIX METOJOB), M HCKJIIOUCHHE HENpaBOMEpHOW nepeaayd HHPOpMaALMU U3
UH(POPMALIMOHHOM CUCTEMBI,

v/ OorpaHMYeHHE MpaB MOJIL30BATENECH MO BBOAY WH(OPMAIMK B HH(POPMAIMOHHYIO
CUCTEMY;

v KOHTPOJIb ~ TOYHOCTH, IIOJHOTHI ¥ [PABWIBHOCTH JIAHHBIX, BBOJMMBIX B
UH(POPMALIMOHHYIO CUCTEMY

v/ KOHTPOJIb OMIMOOYHBIX JICHCTBHH IMOJb30BaTeNell 10 BBOLY M (WiIM) Iepeaue
NEPCOHATBHBIX JAHHBIX U MPEIYNPEKICHUE MOIb30BaTeNeii 00 OMMOOYHBIX ICHCTBHSIX.

Peanuzauun:.

[Moncucrema  oOecriedeHUsT EIOCTHOCTH — PEAIM3YeTCs  OPraHM3alMOHHBIMA U
IIPOrPaMMHO-TEXHUYECKHUMH MEpPaMH:

Opeanuzayuonnvie mepbi:

1. Ha3naueHue Jul, OTBETCTBEHHBIX 3a pa3pabOTKy, BHEAPEHUE U HKCILTyaTalHIo
MOJICUCTEMBI 00€CTIEYEHUSI LIETTOCTHOCTH.

2. PazpaboTka M yTBEp)KICHHE OTBETCTBEHHBIM JIMLOM BHYTPEHHUX HOPMATHUBHBIX
JIOKYMEHTOB:

v' Marpuisl nocryna K [1/1H;

v Tlopsinka  pesepBupoBanust IIJIH W  BOCCTaHOBICHHS  PabOTOCHOCOGHOCTH
nporpammHo-TexHuueckux cpeacts UCIT/IH;

v Uncrpykimu mosnb3oBarens UCTTH;

v Uncrpykimu aamunuctparopa UCTTTH.

3. Ilopsinkom  pesepupoBanus IIJ[H u  BoccTaHOBiIEHUS  PabOTOCHOCOOHOCTH
nporpaMMHo-TexHuueckux cpeacts MCII[IH AomkHBI OBITH ONpENENIeHbl MecTa XpaHEHUs
muctpuOytuBoB 10 u C3U.

4. O3HakoMJIeHUE OTBETCTBEHHBIX paboTHHKOB ¢ [lopsakom pesepupoBanus [1/In u
BOCCTaHOBJIEHHs PabOTOCIIOCOOHOCTH MPOrpaMMHO-TexHHYeckux cpeactB MCII/IH.

5. Matpuna pocryna k IIJI[H gomkHa Oa3upoBaThCs Ha MNPUHIMUIE MUHUMHU3ALUN
nosHoMounit nns noab3oBarened MCIIJJH B 4acTu oOrpaHu4eHHMs HMX I@paB 10 BBOAY
nH(pOopMaluu B UHPOPMAITMOHHYIO CUCTEMY.

6. B Uncrpykuuu nons3oBatens UCII/IH gomKHBI ObITH yCTaHOBJIEHBI:

v/ 3amperT Ha XpaHEHWE IOKYMEHTOB, coiepkaimux IIJIH, Ha HEmOAKOHTPOJILHBIX
BHEIIHUX WH(POPMALIMOHHBIX pecypcax ((aitiiooOMeHHbIe CEeTH, IOUTA);

v 3amper Ha 3amycK (aiioB-BIOKEHHUM, COAEPKAIMXCSA B CIAM-TIHChMaX.

LIpocpammno-mexnuueckue mepol.

1. HlraTHBIMU (BCTpPOEHHBIMN) cpencTBamMu o0ecrnieuyeHus LIEJTIOCTHOCTH
UH(POPMALIMOHHOM CHCTEMBI U MEPCOHATBHBIX JAaHHBIX M CPEACTBAMH Pa3rpaHUYEHUs JOCTyma
(OC, nmpunoxenuit, C3U u CYB]], npumenenue cnam-GuiabTpoB, BCTPOECHHBIX B IOYTOBHIE
KJIMEHTBI, TOYTOBBIE cepBepa, MD).

2. CrienambHBIMH  TIPOTPaMMHO-TEXHUYECKUMHU  CPEJICTBAMHU /MM KOMITJIEKCAMH,
peaTu3yoUMMH JOMOJHUTEIbHbIE MEpbl M0 O0ECHEeYeHMIO LEIOCTHOCTH HH()OPMAITMOHHON
CUCTEMBI U NIEPCOHANIbHBIX JAHHBIX, CPEJACTBAMH pa3rpaHUYEHUs JAOCTYIIA, a TAKXKe CPeJICTBAMU
IPOTHBOACHUCTBUS yTeukaM HHPOpMaLuu (cucteMsl 3auThl oT yreuek [1/{n (DLP)).

Pazmewenue:

Moayu moicucTeMsl 00ecieyeH s LEIOCTHOCTH MOTYT pa3MeIaThCest:

Ha ypoBHe APM: APMp&I nonw3oBateneit UCITIn, APMeb1 agmunauctpatopoB MCII/IH;
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Ha ypoBHe cepBepoB JIBC: daiinoBeix cepBepax, cepBepax 0a3 MaHHBIX, CepBepax
NPUIIOKEHUH, CepBEpax AEKTPOHHOU IMOYTHI, CepBepax KaTaJloroB, cepBepax 0e30MacHOCTU H
T.J.

4.4  TloacucreMa aHTHBUPYCHOM 321U THI

Hasznauenue:

[loncucrema aHTUBHPYCHOM 3alIUTHl IpeJHA3HAYEeHA Ui 0OecleyeHUs] aHTUBHPYCHOMN
3amuThl cepBepoB u APM nonws3zoBareneit UCITH.

Tpebosanusa k noocucmeme:

B cootBerctBUM ¢ [9] mns moacWcTeMbl 00ECIEYEHHS IEIOCTHOCTH YCTAHOBIICHBI
cienyomye TpeOoBaHus:

1. Mepsl 1O aHTHUBHPYCHOM 3alluTe JOJUKHBI oOOecreunBaTh OOHApY)KEHHE B
WH(GOPMALIMOHHONW  CHUCTEME KOMIBIOTEPHBIX MPOrpaMM JUOO HHOM  KOMIBIOTEPHOI
uH(poOpMaluy, MpeJIHAa3HAYCHHON I HECAaHKIMOHMPOBAHHOIO YHUYTOXEHMSI, OJOKUpOBaHUS,
Moau(UKaMK, KOMUPOBAHMS KOMIBIOTEPHONH HWHGOpMAalUK WM HEUTpanu3aluu CpeiCTB
3aIUThl HHQOPMAIIHH, a TAKXKE pearupoBaHue Ha OOHApY)KEHUE STUX MPOTPaMM U HH(OpMAITHH.

Cooepircanue mep no aHmMuUBUPYCHOU 3aujume:

B cootBerctBumM c [9] m ycTraHOBIEHHBIM ypoBHEeM 3amuineHHoctd [1/{H ¢QyHKINN
MOJICUCTEMbI aHTUBUPYCHOM 3alIUThl 00ECTIEUNBAIOTCS peanu3aleil cleayonmx Mep:

v/ peanu3sanysi aHTHBUPYCHOM 3aIllUTHI;

v’ o0HOBIeHHE 0a3bl JAHHBIX IMPU3HAKOB BPEIOHOCHBIX KOMITBIOTEPHBIX IIPOrPaMM
(BUpyCOB).

Peanuzauyun:

[loncucrema ~ aHTHBUPYCHOM — 3allUTBl  pealu3yercs  CHEUAIU3UPOBAHHBIMU
MIPOTPaAaMMHBIMH CPEJICTBAMH M KOMILIEKCAMHU.

Pazmewenue:

Monynu nojcuctemMsl 00ecriedeHus HEeTO0CTHOCTH MOTYT Pa3MeIaThes:

Ha ypoBHe APM: APMpI nons3oBateneit UCII/{H, APMsb1 anmunnctparopos UCII/IH;

Ha ypoBHe cepBepoB JIBC: daiinoBeix cepBepax, cepBepax 0a3 JaHHBIX, CepBepax
NPUIIOKEHUH, cepBepax IEKTPOHHOW IMOUTHI, cepBepax KaTajoroB, cepBepax 0e30MacHOCTH U
T.J.

45 TIloacucrema MexceTeBOro SIKPAHMPOBAHUS

Ha3snauenue:

[Toncucrema MeXCETEBOrO SKpaHUPOBAHUS IpEAHAa3HAueHa AJisi 00ecleyeHUs 3alUThl
UH(POPMALIMOHHOM CUCTEMBI, €€ CPEJICTB, CUCTEM CBS3U U Mepe/laul JaHHBIX.

Tpeoosanusn Kk noocucmeme:

B cootBerctBuM ¢ [9] mns moacucteMbl oOecneueHHs IEIOCTHOCTH YCTAHOBJICHBI
clemyromye TpeOOBaHMS:

1. Mepsl 1o 3ammre MHPOPMALMOHHOW CHUCTEMBI, €€ CPEICTB, CUCTEM CBSI3U M
nepefaud  JTaHHBIX  JOJDKHBI  OOecreurBaTh  3alllUTy  IEPCOHAJIbHBIX  JAHHBIX  IPU
B3aUMOJICHICTBUM HMH()OPMAITMOHHOW CHCTEMBl MM €€ OTHENbHBIX CErMEHTOB C WHBIMHU
MH(OPMALIMOHHBIMU ~ CUCTEMaMM M MH(POPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIMA ~ CETSIMU
MOCPEJCTBOM MPUMEHEHHs apXUTEKTYpbl MH()OPMAIIMOHHON CHUCTEMbI M MPOEKTHBIX PEIICHHH,
HaIpaBJIEHHBIX Ha obecrieueHne 0€30MacHOCTH MePCOHATBHBIX JaHHbIX.

Cooeporcanue mep no mesccemesomy IKPAHUPOCAHUIO:

B cootBerctBUM C [9] U ycTaHOBJIEHHBIM ypoBHeM 3amuiieHHoctu [1JIH, dyHKUIMN
MOJICCTEMBI MEKCETEBOT0 SKpPaHUPOBaHUS 00ECIEUMBAIOTCS pealn3alneii CleayoImuX Mep:

v pasgenenve B MHPOPMALMOHHOM  cucreMe  (DYHKUMM 1O  yIPaBICHUIO
(aAIMMHHUCTPUPOBAHUIO) MH(POPMALMOHHOW CHCTEMOH, YIpaBlIECHUIO (aIMUHUCTPHUPOBAHHUIO)
CHCTEMOM 3allUThl EPCOHAIBHBIX AAHHBIX, (PYHKIUI M0 00pabOTKE MEPCOHANBHBIX JaHHBIX U
UHBIX (QYHKIHMI HHPOPMALIMOHHON CUCTEMBI,
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v/ NIpefoTBpALIeHHe 3aJEPKKH WM MPEPHIBAHMS BBIMOJHEHUS MPOLECCOB C BBICOKMM
IPUOPUTETOM CO CTOPOHBI MTPOLECCOB C HU3KUM PUOPUTETOM;

v’ o0ecrieyeHre 3alUTHl NEPCOHAIBHBIX JAHHBIX OT PACKPBITUS, MOAU(PUKALUM U
HaBs3bIBaHUS (BBOJA JIOXKHOM MH(OpPMAaLWHU) MpU ee mepenade (MOArOTOBKE K Mepeaaye) 1o
KaHajaM CBfI3M, UMEIOLIMM BBIXOJ] 3a Mpeleibl KOHTPOJIUPYEMOM 30HBI, B TOM 4YHCIIE
OeCIpOBOIHBIM KaHajaM CBS3H;

v/ o0ecrieyeHre  JIOBEPEHHBIX  KaHaja, Maplipyra MeEKIYy aJMUHHCTPATOPOM,
MOJIb30BATEIEM W CPEACTBaMHU 3amuThl HH(popManuu (QyHKIMSIMHU O€30MacHOCTH CPEICTB
3aIUTHl THGOPMAIIHH ),

v/ 3amper HeCaHKIMOHUPOBAHHOM YIAICHHOW aKTHBAIMM BHIEOKaMep, MUKPO(QOHOB H
UHBIX MepUGEepUHbIX YCTPOHUCTB, KOTOPbIE MOTYT aKTHBHUPOBATHCS YAAJIIEHHO, U ONOBEIECHUE
NOJIb30BaTeNel 00 aKTUBALMU TAKUX YCTPOUCTB;

v/ nepenaya U KOHTPOJIb LEIOCTHOCTH aTpHOYTOB 0€30MacHOCTH (METOK 0€30I1aCHOCTH),
CBSI3aHHBIX C TEPCOHAJIBHBIMH IAHHBIMH, NMPH OOMEHE MMM C HWHBIMH HH(POPMALNOHHBIMU
CUCTEMaMH;

v KOHTPOJb  CAaHKIMOHHPOBAHHOTO M  HCKIIOYEHHE  HECAHKI[MOHHUPOBAHHOTO
MCIIOJIb30BaHUS TEXHOJIOTHI MOOMIIBHOTO KOJa, B TOM YHCIIE PETUCTPALUsl COOBITHI, CBSI3aHHBIX
C HMCIOJB30BAaHUEM TEXHOJIOTUH MOOHMIIBHOTO KOJa, X aHaJlu3 M pearupoBaHHE HA HApPYyIICHHS,
CBSI3aHHBIE C UCIIOJIb30BAHUEM TEXHOJIOTHI MOOMIIBHOTO KOJIa;

v KOHTPOJb  CAHKIMOHHPOBAHHOTO M  HCKIIOYEHHE  HECAHKI[MOHHUPOBAHHOTO
WCIIOJIb30BaHUsI TEXHOJIOTUH Mepeayu peur, B TOM YHCIIe pEerucTpaius CoObITHH, CBA3aHHBIX C
UCTIOJIb30BAaHUEM TEXHOJIOTUH TepeAaydl peud, MX aHajlu3 W pearupoBaHHE Ha HapyIICHHS,
CBSI3aHHBIE C UCIIOJIb30BAHUEM TEXHOJIOTHI Mepe1ayu peyn;

v/ KOHTpOJIb CAHKI[MOHMPOBAHHOW M HCKIIOUCHHE HECAHKIIMOHMPOBAHHOM Ieperadn
BUACOMH(POPMALIMK, B TOM YHUCIE PErHCTpanusi COOBITHH, CBA3aHHBIX C Iepenadeit
BUJCOMH(POPMALIMY, WX aHAJIU3 M pearupoBaHME Ha HapyIIEHUs, CBA3aHHbBIE C Mepenaudeit
BUJICOMH(DOpMAITUH;

v/ MOATBEP)KACHHE MPOUCXOKICHHUS UCTOUYHHKA HH()OPMAIIUH, MTOTydaeMOi B IpoIecce
OTIpEeNIeNICHUs] CETEBBIX JPECOB IO CETEBHIM MMEHAaM WM OIPE/ICICHUS CETEBBIX HWMEH II0
CETEBBbIM aj[pecam;

v’ obecrieyeHre MOJIMHHOCTH CETEBBIX COEJAMHEHUH (CEaHCOB B3aMMOJIEHCTBUS), B TOM
quciIe U1 3alIUThl OT OJMEHBI CETEBBIX YCTPOUCTB M CEPBHUCOB;

v/ MCKJIIOUYEHHWE  BO3MOXKHOCTH  OTPHUIIAHHS  TI0Jb30BaTejaeM  (akra  OTIPABKH
NEPCOHAIBHBIX JAHHBIX IPYTOMY MOJIb30BATEINIO;

v/ MCKJIIOUYEHHWE BO3MOXKHOCTH  OTPHIAHHs  [OJIb30BarelieM  (akra  MOJydeHHs
NEPCOHANBHBIX JAHHBIX OT APYTOro MOJIb30BaTeNs;

v/ HCIOJIb30BaHKUE YCTPOMCTB TEPMHUHAIBLHOTO JOCTYIA JUIsi 00pabOTKU MEPCOHATBHBIX
JAHHBIX;

v/ 3amIMTa apXUBHBIX (aiiyioB, MapaMeTpoB HACTPONKH CPEJICTB 3aIUThI HH(GOPMALUK 1
IPOTPaMMHOr0 00€CredyeHUs] M MHBIX JaHHBIX, HE MOJUIekKalluX M3MEHEHHIO B Ipoliecce
00pabOTKH EPCOHATBHBIX JTAHHBIX;

v’ BBISIBJICHHE, aHATM3 U OJIOKHPOBAHKE B HH()OPMAIMOHHOMN CHCTEMBI CKPBITHIX KAaHAIIOB
nepeaayn wHGOpMAIMK B O0XOIl peaTM30BaHHBIX MEp WM BHYTPH DPa3pEHICHHBIX CETEBBIX
IPOTOKOJIOB,;

v’ pasbuenre WMHQPOPMAIMOHHOW  CHCTEMbI HAa  CETMEHTHl  (CErMEHTHUPOBAHHUE
UHPOPMALIMOHHOM  cUCTeMBl) U o0ecledeHHe  3alIUThl  TMEePUMETPOB  CETMEHTOB
MH(OPMaLIMOHHON CHCTEMBI;

v’ obecricueHre 3arpy3Kd ¥ HCIOJNHEHHs MPOTPAMMHOTO OOECIEUEHHUS] C MAalInHHBIX
HOCHUTEJICH MEepCOHATBHBIX JAHHBIX, JOCTYIHBIX TOJBKO JIJISl YTE€HHUS, U KOHTPOJb HEIOCTHOCTH
JAHHOTO MPOrPaMMHOI0 00ecIIeueHus;

v/ M30JIA1Hs TIPOLECCOB (BBLIIOJIHEHUE IPOrPaMM) B BBIIEIEHHOM 00J1aCTH MaMSATH;

v’ 3ammTa 6eCPOBOIHBIX COCANHEHHU, TPUMEHSIEMbIX B HH()OPMAIIMOHHON CHCTEME.
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Peanuzayus:

[loncucrema MEKCETEBOTO OSKPAaHUPOBAHUS PpEAIU3YEeTCSd OpPraHU3aLMOHHBIMM U
IPOrPaMMHO-TEXHUYECKUMU MEpPaMHU:

Opeanuszayuonnvie mepol:

1. Ha3naueHue Jul, OTBETCTBEHHBIX 3a pa3pabOTKy, BHEIPEHUE U HKCILTyaTalHio
MIOJICUCTEMBI MEXXCETEBOI0 DIKPAaHUPOBAHUS.

2. OnpeneneHue NOMUTUKM (DUIBTpALMM BXOJAIIMX M HUCXOMSIIUX COEIUHEHUH
(He0OXOIMMOCTb / JOCTATOUYHOCTH ).

IIpoecpammmno-mexnuueckue mepul.

1. IItatHpIMU (BCTPOCHHBIMHU) CPEACTBAMHU O0ECIICUEHHSI MEKCETEBOTO SKPAHUPOBAHUS,
pasrpaHuyeHus nocryna, nocrpoeHus VPN coenunenuit u agmuauctpupoanus OC, ceTeBoro
o0opynoBanus (mudpoBanue B 0eCIpOBOIHBIX ceTsX, GpuapTparus no MAC-aapecam u T.1.).

2. CnenuanbHbIMU  NPOTPAMMHO-TEXHUYECKUMHU  CPEACTBAMHU /WM KOMILJIEKCAMU,
peaIU3yIOMMHU  JIONIOJHUTENIbHBIE MEpPbl 10 OOECHEUEHHUI0: MEXKCETEBOI'0 3KPAHUPOBAHMS,
pasrpaHMYeHHs JIOCTYyNa, AHTUBUPYCHOW 3allMThl, a TaKXe IPOTUBOAEHCTBHS YyTEUKaM
uH(popManuu (cpeacTBa 3JeKTPOHHOM noanucu, antusupycHoe 110, cpenctsa noctpoenuss VPN
coenuHeHUH, cuctembl DLP u T.1.).

4.6 Moacucrema anajan3a 3aIMIHEHHOCTH

Ha3znauenue:

[loxcucrema aHanmm3a 3allMIICHHOCTH NpeaHAa3HA4YeHa JUis OOecreueHUs: KOHTPOJIS
(aHanM3a) 3aMMIEHHOCTH NHPOPMAITMOHHON CHCTEMbI M TIEPCOHATBHBIX TAHHBIX.

Tpebosanusn k noocucmeme:

B coorBerctBUM ¢ [9] s mOACHCTEMBI aHaNW3a 3alIUIIEHHOCTH YCTAHOBJICHBI
clenyrolre TpeOoBaHus:

1. Mepbl 10 KOHTPONIO (aHAIM3Y) 3AIIUIICHHOCTH MEPCOHATBHBIX TAHHBIX OJIKHBI
o0OecnieunBaTh KOHTPOJIb YPOBHS 3aIIMIIEHHOCTU MEPCOHAIBHBIX JTaHHBIX, 00pabaThIBa€MbIX B
UH(POPMALIMOHHOM cUCTeMe, MyTeM IPOBEACHUS CUCTEMAaTHUECKUX MEPONPUATHH M0 aHaIu3y
3alMIIEHHOCTH MH()OPMAIIMOHHOM CHUCTEMBI M TECTUPOBAHMIO PAOOTOCIIOCOOHOCTH CHUCTEMBI
3aIUTHI IEPCOHATBHBIX JTaHHBIX.

Cooepircanue mep no ananusy 3auiUeHHOCMU:

B cootBerctBuM c [9] m ycTaHOBIEHHBIM ypoBHeM 3amuineHHocTd I1/IH QyHKIHM
MOJICUCTEMBI aHAJIN3a 3AIIUIIEHHOCTH 00ECIIeUNBAIOTCS peallin3aluen CIeIyIouX Mep:

v/ BBISBJICHHE, aHAJIM3 YSI3BUMOCTeH WH()OPMAIMOHHON CHCTEMBI U OINEPATHBHOE
yCTpaHEHHE BHOBb BBISIBIIEHHBIX YA3BUMOCTEH;

v KOHTPOJb  yCTAHOBKM OOHOBJICHHI MPOrPaMMHOTO  OOECIEUYeHUsl,  BKIOYast
0OHOBJIEHHE ITPOrPAMMHOT0 0OecTIeueH s CPEACTB 3aIlIUThl HHpOpMaIIHH;

v KOHTpOJb  PabOTOCMOCOOHOCTH, MApaMETPOB  HACTPOWMKH ¥ MPABUILHOCTH
(GyHKIIMOHUPOBAHUSI TPOTPAMMHOTO OOECTIEUEHHs U CPECTB 3aIIUThl MHPOPMAaIIHH;

v/ KOHTPOJIb COCTaBa TEXHHYECKHX CPEICTB, MPOIPAMMHOTO OOECICYEHHsS W CPEICTB
3alUThl HH(OPMALIUK;

v/ KOHTPOJIb TpaBWJ TCHEpPAIMM W CMEHbI TApOJeil TOJIb30BaTeNeH, 3aBeleHHs U
ylaJeHus] YYeTHBIX 3aluceil MoJb30BaTelel, pealu3alli NpaBUJ pa3rpaHUYeHHs IOCTYTa,
MOJTHOMOYHH MoJIb30BaTeNe B MH(OPMAIIMOHHOM CUCTEME.

Peanuzayus:

[loncucrema aHanu3a 3alMIIEHHOCTH PEAIM3YETCSl OPraHU3allMOHHBIMU U IIPOIPaMMHO-
TEXHUYECKUMHU MEPAMU:

Opeanuzayuonmvie mepol.

1. Haznayenue mul], OTBETCTBEHHBIX 3a pa3pabOTKy, BHEIPEHHE U HKCIUTyaTalllio
MOJICUCTEMBI aHAJIN3A 3AIIUILEHHOCTH.

2. B Unactpykunu agmunauctpatopa MCIIJIH B mepedeHb MOKHOCTHBIX OOsS3aHHOCTEH
JIOJI’KHBI OBITH BKITIOYCHBI:
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v/ KOHTPOJIb ¥ IEPHOJ] KOHTPOIs padoTocrnocodonoctu I10 u C3U;

v" unBenrtapusanus [10 u C3U u nepro npoBeacHus;

v/ KOHTPOJIb TIPaBUJI F€HEPAIIMU U CMEHBI ITApOJIEN.

IIpocpammmno-mexnuueckue mepul.

1. ltaTHpIMU (BCTPOEHHBIMU) CPEICTBAMHU aHaIM3a 3AlUIICHHOCTH, pa3rpPaHUYCHUS
nocryna, nocrpoenuss VPN coenunenuit u agmunuctpupoBanus OC, ceteBoro o0opynoBaHus
(IPOCMOTp KYPHAJIOB, OTUYETOB O COOBITUSIX O€30MaCHOCTH ).

2. CnenuanpHBIMA MPOTPAMMHO-TEXHUYECKUMHU  CPEJCTBAMU W/UIM  KOMIUICKCAMH,
peaTM3YIOUIMMH JIONOJHUTENIBHBIE MEPhI 0 aHAIM3Y 3alllMIICHHOCTH (CKaHephl 0e30MacHOCTH,
CpeJCTBA IeHepaluu MapoJieil, CpeCTBA MaTEMAaTUYECKOIO0 MOJEIUPOBAHUS U OLIEHKH PHUCKOB
HapymeHus 6ezonacHoctu [1/1H).

Pazmewenue:

Monynu noJicucTeMbl aHAJIM3a 3aIUIICHHOCTH MOTYT pa3MelaThCs:

Ha ypoBHe APM: APMp1 nonbs3oBateneit UCIIdx, APMbr anmunuctparopos UCI/IH;

Ha ypoBHe cepBepoB JIBC: (aiinoBbix cepBepax, cepBepax 0a3 JaHHBIX, CepBepax
NPUJIIOKECHNH, CepBEpax AIEKTPOHHOW IOYTHI, CepBepax KaTajoroB, cepBepax 0e30MacHOCTU U
T.J.

4.7  TIloacucrema oOHApPYKeHHs BTOPKEHUIt

Ha3znauenue:

[loncucrema oOOHapy:KeHHUS  BTOPKEHUH  peanusyeTcss MOAYJIeM OOHapy>KeHUus
BropkeHui B MICII/IH, MOJKIIFOUEHHBIX K CETSIM MEKIYHAPOIHOTO HH()OPMAIIMOHHOTO 0OMEHA.

Tpebosanusn k noocucmeme:

B cootBerctBuM ¢ [9] ans moxacuctemMbl OOHapyXEHHS BTOPIKEHHMM YCTaHOBIICHBI
clenyrolre TpeOoBaHus:

1. Mepsl 1o oOHapyXeHUIO (IPEJOTBPALICHUIO) BTOPKEHHMH JOJDKHBI 00eCreuuBaTh
oOHapyX eHHe JEHCTBUI B MH(}OpMaLIMOHHON CUCTEME, HAaIPaBJICHHBIX Ha
HECAaHKIIMOHMPOBAHHBIA ~ JOCTYyNml K  HH(pOpMalMM, CHElUaJbHble  BO3JACHCTBUS  Ha
MH(OPMALIMOHHYIO cHcTeMy U (WIM) TepcOHalbHbIE JaHHblE B LENIX J0ObIBaHUS,
YHUYTOXKECHUS, MCKAXKEHUS M OJIOKUPOBaHMS JOCTyNa K MEPCOHAIBHBIM JAHHBIM, a TaKxke
pearupoBaHUE HA ATU JCUCTBUA.

Cooepotcanue mep no 0OHAPYIHCEHUIO BMOPIHCEHUTL:

B cootBerctBUM ¢ [9] um ycTaHOBIEHHBIM ypoBHeM 3amuiieHHocTd [1/IH dynkunn
HOJCHCTEMBbI 00ECTIEUMBAIOTCS Peann3alnneit cleayomux Mep:

v’ 0OHapy>KeHHe BTOPKEHHUIH;

v' 00HOBIICHHE 6a3bl PEIIAOIINX TPABHIL.

Peanuzayus:

Iloncucrema  OOHapyXeHHMS  BTOPXKEHUH  pealu3yercs  CHelUaIU3HUpOBAHHBIMU
MPOrPaMMHBIMH CPEICTBAMU U KOMIUIEKCAMH.

Pazmewienue:

Monynu nojcuctemMbl 0OHapYKEHHsI BTOPKEHUN MOTYT pa3MeIlaThes:

Ha ypoBHe APM: APMp&I nons3oBateneit UCI1/IH, APMs1 anmunnuctparopo UCII/IH;

Ha ypoBHe cepBepoB JIBC: daiinoBeix cepBepax, cepBepax 0a3 MaHHBIX, CepBepax
NPUIIOKEHUH, cepBepax AJIEKTPOHHOU IMOYTHI, cepBepax KaTajloroB, cepBepax 0e30MacHOCTU U
T.J.

4.8 TloacucreMa KPUNTOrpauUeCKOi 3aIUTHI

Ha3snauenue:

[Toacucrema kpunrorpaduueckoi 3anmuThl mpeaHasHadeHa s uckimouenus HCJl k
sanumaemoit B UCII/IH koHbuaeHMansHONH HHPOPMALIUK, TIPU €€ Mepeaade Mo KaHajaaM CBS3H
ceTelt 00Iero MmoIb30BaHus U (MJIH) MEXKITYHAPOTHOTO OOMEHa.

Tpebosanun k noocucmeme:
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B coorBerctBum ¢ HopmaTtuBHbIMU JokyMeHTamMu @OCBb Poccum nmid mojacuctembl
KpunTorpaduueckoi 3amThl YCTAaHOBIIECHBI CIIEIYIONIHE TPEOOBAHUS:

1. Mepbl 10 KpuUNTOrpapUUecKOr 3allUuTe MEPCOHAIBHBIX JAHHBIX JIOJIKHBI
obOecrieunBaTh TEHEPAIMIO M PACIpPENCICHUE KIIYEeBOH WHOOpPMAIMKU MEXKIY JJIEMEHTaAMHU
NCTIH, yIpaBJICHHUE KJIFOYEBOM nHpopManue, mudpoBaHue/nemuppoBaHue

KOH(HICHIIMATHHON MHPOPMALINHU, B3aUMOJICHCTBHE C MOJICUCTEMaMH YIIPABJICHUS MPOIeCCaMu
oOecrnieueHns 6€30MacHOCTH HHPOPMAIIIH, KOHTPOJIS IOCTyIa K pecypcaM U ayJauTa.

Cooepotcanue mep no Kpunmozpaghuueckou 3auume:

B coorBerctBun ¢ HopMaruBHbIMH JokyMeHTamMu (PCBb Poccun u ycTaHOBIEHHBIM
ypoBHeM 3ammmieHHocTH [I/I[H  ¢yHKIMM ToACHCTEMBI  KpUNTOTpaUYECKOM  3aIIUTHI
o0ecreunBarOTCs peann3aueil cneayonmx Mep:

v mmppoBanue Bcell KOHGUACHIMAIBLHONW MHPOPMAIINH, 3aMCIBAEMO HA COBMECTHO
UCIOJIb3YEMbIE Pa3IMYHBIMH CYOBEKTaMH JOCTYyMa (pa3jaessieMble) HOCUTEIHN JAHHBIX, a TaKkKe
Ha CbEMHbIE TOPTATUBHBIE HOCUTENN JAaHHBIX (JIUCKETHI, USb-HOCUTENN U T.I1.) JOJATOBPEMEHHON
BHEIIHEW MaMATH MJi1 XpaHEHUs 3a NpeaesiaMd CeaHCcoB paboThl CaHKUIMOHHPOBAHHBIX
CyOBEKTOB JIOCTYIIA;

v’ CO3/1aHKEe KaHAJIOB CBSI3H, 00ECIICUMBAIOIINX 3AIUTY IEpeIaBaeMoil HHPOPMAIIUH;

v/ NIpUHYIUTEIbHAs OYMCTKA O0JAacTedl BHEIIHEH MaMATH, COJEPKABIINX paHee
He3amuGpOBaHHYIO HHPOPMAITHIO.

v’ ayreHTH(QHKAIMA B3aMMOJEHCTBYIOMUX WH()OPMAIMOHHBIX CHCTEM M IIPOBEPKA
MOJIMHHOCTY 0JIb30BATENIEH U 1IEIOCTHOCTH NEPEJaBa€MbIX IaHHbIX;

v’ ofecrieyeHre MPEIOTBPAIICHUS BO3MOKHOCTH OTPHIAHHsS [OJb30BaTelieM (hakra
OTHPABKU MEPCOHAIBHBIX JIAHHBIX JIPYrOMY I0JIb30BATEIO;

v’ ofbecrieyeHre MpPeIOTBpPALIEHHsS BO3MOXKHOCTH OTPHIAQHHS IOJb30BareieM (akra
MOJIyYEHUs IEPCOHANIBHBIX JAaHHBIX OT JIPYroro MoJib30BaTersl.

Peanuzauyun:

[loncucrema kpunrorpaduyeckoil 3alllUThl peain3yeTcsl OpraHU3allMOHHBIMU U
IIPOrPaMMHO-TEXHUYECKHUMH MEpPaMH:

Opeanuzayuonmbvie mepbwl.

1. Ha3naueHue JuI, OTBETCTBEHHBIX 3a pa3pabOTKy, BHEAPEHUE U HKCIUTyaTalHio
MOJICUCTEMBI KpUNITOTpa(pUUECKOM 3aIUTHI.

2. Jluuamu, OTBETCTBEHHBIMH 3a BHEApPEHHE M  OKCIUTyaTallul0  MOACHUCTEMbI
KpUNTOrpauueckoil 3amuThl, JOJKHBI OBITh ONpPENENIEHbl MeCTa XpaHEHHUS KIIIOUYEBBIX
HocuTenel, a Takke IUCTpUOYTHBOB CPEACTB KPUNTOrpapuueckod 3aluThl HHGOpMAIHH,
MCKJTIOYAIOIINE HECAaHKIIMOHUPOBAHHBIN JOCTYII.

3. JIunamu, OTBETCTBEHHBIMH 3a BHEApPEHHE M  OKCIUTyaTallul0  IMOACHUCTEMbI
KpunTorpauueckoi 3aluThl, JOMKEH ObITh OPraHU30BaH y4Y€T CPEACTB KpUITOTpaduvecKon
3alIUThI HUH(OPMAIIHH.

4. B MWucrpykmuu monp3oBatens WCII[IH nomkHBl OBITH TNPUBENCHBI TpaBUia
AKCIUTyaTallMi U XPaHEHUs KIIOYEBBIX HOCUTEIIEH.

5. O3HakomjieHHE pabOOTHUKOB C BHYTPEHHHMMH HOPMAaTUBHBIMH JIOKyMEHTaMHU,
perIaMeHTHPYIOLMMH BONPOCHI KpunTorpadudeckoit 3ammrsl [1/1H.

IIpocpammmno-mexuuueckue mepol.

1. IItatHeiMu (BCTpOEHHBIMH) cpeicTBaMu Kpunrorpaduueckoit zammrel OC, CYB/,
CETEeBOT0 000PYIOBAHMS.

2. CrenanbHBIMH  POTPAMMHO-TEXHUYECKUMHU  CPEACTBAMHU /MM KOMIUJIEKCAMH,
peau3yIOUMMH  JIONOJIHUTENbHBIE  Mepbl MO  Kpunrorpapuueckod  3ammute  [IJ{H
(cermmanuzupoBannoe [10, OI1 u T.1.).

Pazmewenue:

Monaymnu mojicucTeMsl 0OHApYKEHUsI BTOPKEHUN MOTYT pa3MeIaThCest:

Ha ypoBHe APM: APMp&I nonw3oBateneit UCITIn, APMeb1 agmunauctpatopoB MCII/IH;
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Ha ypoBHe cepBepoB JIBC: daiinoBeix cepBepax, cepBepax 0a3 MaHHBIX, CepBepax
NPUIIOKEHUH, CepBEpax AEKTPOHHOU IMOYTHI, CepBepax KaTaJloroB, cepBepax 0e30MacHOCTU H
T.J.

4.9 IHoacucrema ynpasjeHus npoueccamu odecnedenusi 0ezonacuoctu IIn

Hasznauenue:

[Toncucrema ynpaieHus npoueccamu obecrneuenus 6ezonacHoctu [1/1n npegnaznauena
JUTS pealii3aliiy CIeIYIONINX Mep 1Mo odecrneueHuto 6e3omacuoctu [1/]H:

v/ BBISBJIEHHE WHIMIEHTOB (OJHOIO COOBITHS HJIM IPYIIBI COOBITHH), KOTOPbIE MOIYT
NPUBECTH K cOOSM WIJIM HApYyIIEHUIO ()YHKIIMOHUPOBAHUS WH(POPMALIMOHHON CHUCTEMBI U (MITH) K
BO3HUKHOBEHHUIO Yyrpo3 OE30MacHOCTH MEPCOHAIbHBIX MJaHHBIX (Jajgee - MHIMICHTHI), U
pearupoBaHre Ha HUX;

v’ ymnpasienue KoH(urypanueidi HHGOPMAIMOHHON CHCTEMbI M CHUCTEMBI 3alllUTHI
NEPCOHAIBHBIX JIAHHBIX.

Tpebosanusn k noocucmeme:

B coorBerctBUM ¢ [9] nns moacucTeMbl yHpaBlIeHUS IpolleccaMu  OOecreueHust
6e3omacHocTH [1/[H ycTaHOBIIEHBI creayroIe TPEOOBAHNUS:

1. Mepsl MO BBIBICHHIO MHIUACHTOB U PEarHpOBAHUIO HA HUX JIOJDKHBI 00ECTIeUYUBaTh
oOHapyxeHHe, WICHTH(PHUKAIUIO, aHAlIU3 WHUUICHTOB B MH()OPMALMOHHONW CHUCTEME, a TaKxkKe
NPUHATHE MEP M0 YCTPAHEHUIO M MIPEIYIPEKICHUIO HHIIUCHTOB.

2. Mepbl 1o ympaBieHHIO KOH(HTrypanueidl HHPOPMAIMOHHOW CHUCTEMBI U CHCTEMBI
3alIUTHl TEPCOHANBHBIX JaHHBIX JIOJDKHBI O0ECleYMBaTh  YNPABICHHWE HW3MEHEHHSIMHU
KOH(Urypauuun WHGOPMALMOHHOW CHCTEMBI M CHCTEMbl 3alIUTHl TEPCOHAJIBHBIX JIAHHBIX,
aHAIW3 TOTCHIMAIBFHOTO  BO3JCHCTBUS  IUIAHUPYEMBIX M3MEHEHM Ha  obecreueHue
0€30IaCHOCTH MTEPCOHATBHBIX JAHHBIX, & TAK)KE JOKYMEHTUPOBAHHUE YTHX U3MEHEHUH.

Cooepircanue mep no ynpagnenuro npoyeccamu ooecneuenusn oesonacnocmu Il/[n:

B cootBerctBUM ¢ [9] uM ycTaHOBIEHHBIM ypoBHeM 3amuiieHHocTd [1/IH dyHkunun
NOJICHCTEMBl yIpaBieHus: MporeccamMu obecrnieyeHus Oe3zomacHoctu IIJ[H obGecneunBaroTcs
peanu3annent CIeayrImx Mep:

v/ OompejieNieHne JIUI, OTBETCTBEHHBIX 3a BBISBICHHE WHIUICHTOB U pEardpOBaHUE Ha
HUX;

v’ 0OHapyKeHHe, UICHTH(OHUKAIMS U PETUCTPAINS HHIIHICHTOB;

v/ CBOEBpEMEHHOE MH(POPMUPOBAHHUE JIHI], OTBETCTBEHHBIX 3a BHISBJICHUE WHIIUIEHTOB
pearupoBaHWe€ Ha HHUX, O BO3HUKHOBEHMM HHIMJICHTOB B HH(OPMAIIMOHHON CcHUCTEME
MIOJIb30BATEISIMHA U aIMUHHCTPATOPAMH,

v/ aHanM3 WHIMACHTOB, B TOM UHCIIC OINpEACICHHE WCTOYHUKOB U MPUYHH
BO3HHUKHOBEHUS HHIIUICHTOB, a TAK)KE OIICHKA WX ITOCIIE/ICTBUH;

v/ IpUHSTHE MEP M0 YCTPAHEHHUIO MOCIIEICTBUI HHIUIEHTOB;

v/ IJIaHMPOBaHKWE W NPUHATHE MEP 10 MPEJOTBPAIIEHUIO TIOBTOPHOIO BO3HMKHOBEHHS
UHIIUJICHTOB;

v/ OmpejieNieHne JINIl, KOTOPBIM pa3pelieHbl JEWCTBUS MO BHECEHWIO W3MEHEHUI B
KOH(UTrypanuo nHHOPMAIIMOHHON CUCTEMBI U CUCTEMBI 3aIUThI IEPCOHATBHBIX JJAHHBIX;

v/ ylpaBjieHHE HW3MEHEHHSIMH KOHPHIYpalMu WHPOPMAIMOHHOM CHCTEMBI U CHCTEMBI
3aIUTHI IEPCOHATIBHBIX TAaHHBIX;

v/ aHaaM3 MOTEHIUAIBHOTO BO3JEHCTBHSA IUIAHMPYEMBIX M3MEHEHWI B KOH(pHIyparun
UH(POPMALIMOHHOM CHUCTEMBl W CHCTEMBl 3aIIUTHl MEPCOHAIBHBIX JAaHHBIX Ha oOecredyeHue
3alIMTHl  TIEPCOHANBHBIX  JAaHHBIX M COTJIaCOBaHWE M3MEHEHWH B  KOHQUTypaIuu
UH(POPMALIMOHHOM CHUCTEMBI C JOJDKHOCTHBIM JIMLOM (paOOTHMKOM), OTBETCTBEHHBIM 32
obecrieueHrne 6€30MacCHOCTH IEPCOHATBHBIX JTAHHBIX

v’ IOKyMEeHTHpOBaHHEe HWHGPOPMAIMK (JAaHHBIX) 00 M3MCHCHUSX B KOHQUIyparuu
MH(OPMALIMOHHON CUCTEMbI U CHCTEMBI 3aIIUThI IEPCOHAIBHBIX TAHHBIX.

Peanuzauyun:
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IToncucrema peanusyercs OpraHM3allMOHHBIMY U IPOIrPaMMHO-TEXHUYECKMMH MEPaMHU:

Opeanuzayuonnvie mepol:

1. Ha3naueHue Jul, OTBETCTBEHHBIX 3a pa3pabOTKy, BHEIPEHUE U HKCIUTyaTalUio
MOJICCTEMBI yIIpaBIIeHHs MpolieccaMu odecrieuenus 6e3onacunoctu [1/1H.

2. B Unactpykuuun agmunauctpatopa WCIIJIH B mepedeHb MODKHOCTHBIX OOsS3aHHOCTEH
JIOJIKHBI OBITH BKJIIOYEHBI:

v/ HACTpOWKa U yIPaBICHUE CPEICTBAMH 3AIUThL;

v ananu3 uHIMAEHTOB Ge3omacuoctu MCII/IH, B TOM 4HCIie ONMpe/ie/ieHHe HCTOYHUKOB 1
IIPUYUH BO3HUKHOBEHUS MHIMJIEHTOB, a TAKXKE OLCHKA UX MTOCJIEICTBUM;

v/ IpUHSTHE MEP 10 YCTPAHEHHUIO MOCIIEICTBUN HHIUIECHTOB;

v/ [UIAHUPOBAHUE M TIPUHATHE MEP IO MPEIOTBPAIICHHIO TOBTOPHOTO BO3SHHUKHOBEHHUS
WHIUJICHTOB;

v/ aHaiu3 MOTEHIMAIBHOIO BO3JICHCTBHS IUIAHUPYEMbBIX M3MEHEHHH B KOH(HUIyparuu
MH(OPMALIMOHHOM CHUCTEMBl M CHCTEMbI 3alllUThl NEPCOHAJIBHBIX JAHHBIX Ha oOecredyeHue
3alUTHI IEPCOHAIBHBIX JAHHBIX;

v/ ompejeNieHHEe  TMOpsAKa IIOCTABKH, 3aKPEIUICHWS, BBOJA B  OKCIUIyaTaI[HIO
KOIMPOBAHUS, TUPAKUPOBAHUS, JOPAOOTKH, BOCCTAHOBIIEHUS IPOrPaMMHOI0 O0ECIIEUECHHUS;

v' 00ydeHue (IIOAr0TOBKA) TOJb30BaTENEH MOPAIKY U IPABHIaM paboThl C IPOrPaMMHO-
anmapaTHbIMU CPEJCTBAMU O0BEKTa, MOPSIKY UCIOIb30BaHUS CPEACTB 3aLIUThl HH(OPMAIIUH;

v’ IOKyMeHTHpOBaHWEe HWHPOPMAIMK (JAQHHBIX) 00 H3MEHEHUX B KOHQUIypaluu
UH(POPMALIMOHHOM CUCTEMBI U CUCTEMBI 3aIUThI NEPCOHATIBHBIX JAHHBIX

v/ opraHm3ands. KOHTPOJII 3a COCTOSHHEM 3aluThl  HHGOpMAMu u  paboToi
nosp3oBareseit UCITJIH B wacTu coOtoieHrs TpeOOBaHUi 10 3aIuTe HHPOPMAIIUH;

v/ ompejielieHHe TIEPUOAMYHOCTH M TOPSIKA CMEHBI CPEICTB OMO3HABAaHHS U
pasrpaHUyeHus 10CTyna (maposei, TNYHbIX UIECHTU(PUKATOPOB);

v/ opraHm3anusi yd4era, XpaHCHHs, YHHUYTOXKEHHS, PEMOHTAa MAIIMHHBIX HOCHUTENEH
MH(pOpMaLUU U MOPsiIKa 0OpaIeHHs ¢ HUMHU.

3. B UHctpykuuu nons3oBatens MCIIJIH B mepedeHb JOKHOCTHBIX 0Os3aHHOCTEH
JOJKHO OBITh BKJIIOYEHO TpPeOOBaHHME O CBOEBPEMEHHOM HH(OPMHUPOBAHHMM IIOJIb30BaTEIIEM
OTBETCTBEHHBIX JIMI] O BOZHMKHOBEHMM HHIMJEHTOB B MH(POPMALMOHHON CUCTEME M cHCTeMe
3amuTel 1T/H.

4. B Unctpykuun mnons3oBarens HWCII[IH nomkxeH OBbITh yCTAHOBIEH 3amper s
M0JIb30BaTEe Ha BHECEHHE WM3MEHEHUM B KOH(Urypanuio HH(OPMAlMOHHONW CHUCTEMBI U
CUCTEMBI 3alUThI IEPCOHAIBHBIX JAHHBIX

IIpocpammno-mexnuueckue mepol.

BrlIsiBlIEHME HHIIMEHTOB:

1. raTHeIMH  (BCTPOEHHBIMU) CpPEICTBAMHU PETUCTPALIUU COOBITMM M  ayauTa
6e3onacuoct nHpopmanuu (OC, npunoxenuit u CYB/I).

2. CrienambHBIMH ~ TIPOTPaMMHO-TEXHUYECKUMHU  CPEJICTBAMHU /MM KOMITJIEKCAMH,
peau3yIoUMMH  JIOTIOJIHUTENIbHBIE MEpbl MO aHauu3y 3amuiieHHoctd uHpopmanuu (11O
aHaJM3a PHUCKOB, CKaHEpbl O€30MacHOCTH U T.I.), a TaKXKe€ CpPEICTBAMHU MPOTHUBOJEHCTBUS
yTedukam uHpopMaruu (cuctemsl 3amuThl ot yreuek [11n (DLP)).

VYrpasnenue KoH(DUTypaITHEH:

1. IItatHpIMU (BCTPOSHHBIMM) CpecTBaMH pasrpanuueHus nocryna (OC, npuinoxeHuit
u CYB/).

2. CrenanbHBIMH  POTPAMMHO-TEXHUYECKUMHU  CPEACTBAMHU /MM KOMIUJIEKCAMH,
OCYIIECTBIISIOIIMMU JOMOJIHUTEIbHBIE MEPHI IO YIPABJIEHUIO JTOCTYNOM (3JEKTPOHHBIE 3aMKH,
OuomMeTprUecKue UACHTU(UKATOPHI U T.1.).

Pazmewenue:

Monaynau TOACHCTEMBI YIpaBJIEHUS MpolieccaMu oOecredeHnus O0e30MacHOCTH MOTYT
pa3MeIarbes:

Ha ypoBHe APM: APMp&I nons3oBateneit UCI1/IH, APMsb1 anmunnctparopos UCII/IH;
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Ha ypoBHe cepBepoB JIBC: daiinoBeix cepBepax, cepBepax 0a3 MaHHBIX, CepBepax
NPUIIOKEHUH, CepBEpax AEKTPOHHOU IMOYTHI, CepBepax KaTaJloroB, cepBepax 0e30MacHOCTU H
T.J.

4,10 TIloacucrema odecneyenusi noctrynHoctu Il/{n

Hasznauenue:

Iloncucrema ympasineHust obOecnedeHus poctynHoctd IIJ[H  mpenHasHaueHa s
obOecrieueHUsT  KPYIJIOCYTOYHOTO  JIOCTyla aBTOPU3OBaHHBIX moJib3oBarened k  [I/IH,
coJepKalMcs B MHPOPMALIMOHHOM cucTeMe.

Tpeobosanun k noocucmeme:

B cootBerctBuM ¢ [9] mnsa moacucteMsl obecrieuenus poctynHoctu [IJIH ycTaHOBIEHBI
CIIeAyIOIIHEe TpeOOBaHUS:

1. Mepel 1o 00eCneyeHHI0 JOCTYINHOCTH IE€PCOHAIBHBIX JaHHBIX JIOJIKHBI
o0OecrieunBaTh aBTOPU30BAHHBIM JIOCTYN II0JIb30BaTElEeH, MMEIOIIMX IIpaBa IO JOCTyNy, K
IEPCOHAIBHBIM JIaHHBIM, COZEp)KaLIMMCA B MH()OPMAIMOHHONW CUCTEME, B LITATHOM PEXUME
(GyHKIMOHUPOBAaHUS HHOOPMAITHOHHON CHCTEMBI.

Cooepotcanue mep no ovecneuenuio oocmynnocmu I/[n:

B cootBerctBum ¢ [9] m ycraHOBIEHHBIM ypoBHeM 3amuineHHocTH [1/[H ¢dyHKUIMN
nojcucreMsl odecriedenus goctynHoctH [/l obecnieunBaroTcs peanu3anueil cieayonmx Mep:

v HCIOJIb30BaHKUE OTKA30yCTONYMBBIX TEXHUUECKUX CPEJICTB;

v pe3epBUPOBaHHE TEXHHYECKUX CPEJACTB, MPOrPaMMHOTO oObecredeH s, KaHAIOB
nepenayn  MHQOpPMALUHU, CpencTB olecrmeyeHus (QYHKIMOHUPOBAHUS HWH(POPMALMOHHON
CUCTEMBI;

v KOHTPOJb 6E30TKA3HOrO (YHKIMOHUPOBAHUS TEXHUYECKUX CPEICTB, OOHApYyX EHHE
U JIOKaJu3alus 0TKa30B (YHKIIMOHUPOBAHUS, IPUHITHE MEP 10 BOCCTAHOBJICHHUIO OTKa3aBIINX
CPEICTB U UX TECTUPOBAHME;

v IIEpHOJMYECKOE PE3EPBHOE KOIMMPOBAHUE IMEPCOHAIBHBIX [aHHBIX HAa pE3EPBHbIE
MAIIMHHbBIE HOCUTENIN IEPCOHAIBHBIX JaHHBIX;

v olecrieyeHre BO3MOKHOCTH BOCCTAHOBJIEHHS MEPCOHAIBHBIX JAHHBIX C PE3EPBHBIX
MAaIIMHHBIX HOCUTEJEH MepCOHAIBHBIX JaHHBIX (PE3EPBHBIX KOMMIi) B TEYEHHE YCTaHOBIEHHOTO
BPEMEHHOI'0 UHTEpBaJIa.

Peanuzauyun:

[Toncucrema peanusyercs opraHM3alMOHHBIMU U TPOIrPaMMHO-TEXHUYECKUMH MEpaMHu:

Opeanuzayuonmvie mepol.

1. Ha3naueHue i, OTBETCTBEHHBIX 3a pa3pabOTKy, BHEAPEHHE U HKCILUTyaTallHIo
nojcucTeMsl odecriedenus goctynHoctu [1/1H.

2. B Uncrpykunn agmuauctpatopa UCI/IH B mepeueHb JOMKHOCTHBIX 00sI3aHHOCTEH
JIOJDKHBI OBITH BKIIFOUEHBI: KOHTPOJIb 0€30TKa3HOrO (PYHKIIMOHUPOBAHUS TEXHUYECKUX CPEICTB,
oOHapyXeHHEe U JIOKaIU3alKsl OTKa30B (PYHKIIMOHUPOBAHUS, IPUHATHE MEP 110 BOCCTAHOBJICHUIO
OTKa3aBIIUX CPEJICTB U UX TECTUPOBAHMUE.

3. Jlumamu, OTBETCTBEHHBIMH 3a BHEJPEHHE M OKCIUTyaTallMI0  ITOJCHUCTEMBI
obecnieuenus nocrynHoctd I1J{H, nomxen ObITh pazpadoran Ilopsmok pesepBupoBanus [11n u
BOCCTAHOBJIEHHSI pab0TOCIIOCOOHOCTH IporpaMMHo-TexHuueckux cpencts MCII[IH, B koTopoMm
JIOJDKHO OBITH YKazaHo Bpemst BocctanosneHust [1/1n ¢ MH.

IIpocpammno-mexnuueckue mepol.

1. [raraeivu cpenctBamu OC Windows peann3oBaTh KONMPOBAaHUE, apXUBUPOBAaHUE
nmaHHBIX 1 cocTtostHMM OC.

2. CrneuuaJbHbIMU TPOTPAMMHO-TEXHHUECKUMH CpPEACTBaMHU W/WIM KOMILJIEKCAMH,
OCYILECTBIISIOLIMMH MEPHI 10 PE3EPBHOMY KOIIMPOBAHUIO JaHHBIX, co3/1aHust oopa3os OC.

3. Coznatb pe3epBHBIN KaHal CBA3M ¢ ceThlo MHTepHeT mytem noaximoueHust UCII/In
K aJIbTCPHAaTUBHOMY IIPOBANICDY.

Pazmewienue:
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Mopynu noncuctemsl odecrieueHus qoctynaoctu [1/1H moryT pasmemarbcs:

Ha ypoBHe APM: APMpsI nosns3oBateneit UCI1/In, APMb1 anmunuctparopos UCII/IH;

Ha ypoBHe cepBepoB JIBC: ¢aiinoBeiXx cepBepax, cepBepax 0a3 JaHHBIX, CepBepax
MPUIOKEHUH, cepBepax IIEKTPOHHOU MOYTHI, CepBEpax KaTaloroB, CepBepax OE30MacHOCTH U
T.0I.

5. IMoan3oBaTeaun UCIIAn
B UCIIIlm HII PMD MOXHO BBLACIUTH CIEAYIOIIME TIPYIIbl I0JIb30BATENCH,
y4acTBYIOUIMX B 00paboTke u xpaHeHuu I1J1H:
» Anmunuctparopsl UCIT/1H;
* [Tonp3oBarenu UCII/H.
JlaHHBIE O TpyIIax MOJIb30BATENAX, YPOBHE UX JJOCTYNA U HH(YOPMUPOBAHHOCTHU JOJKHBI
ObITh OTpakeHbl B Matpuiie focTyna k 00padaTbiBaéMbIM IIEPCOHAIBHBIM JaHHBIM.

5.1  Anmunucrparop UCII/In

Anvmunuctpatop MCII/IH obecnieunBaeT (pyHKIIMOHUPOBAHUE MOACUCTEMBI YIIPaBICHUS
noctynoM MCII/IH v ynoaHOMOYEH OCYHIECTBIIATH IIPENOCTABICHUE U pa3rpaHUYEHUE JOCTYyIa
KOHe4yHoro nosb3oBarens (padorHuka HII PMDO — mnoneizoBarenss MCII[H) k s1emeHTaM,
XpaHAIMM InepcoHanpHble AaHHble. AnmuHuctpatop MCII/IH sBisercs OTBETCTBEHHBIM 3a
¢yukuuonuposanue Cu3W I1JIH, Bkitouas oOCiayKMBaHUE M HACTPONKY aJIMUHHUCTPATUBHOM,
CEPBEPHON U KIIMEHTCKOM KOMIIOHEHT.

Anmvunuctparop UCIIIx obnagaeT cieayronmM ypoBHEM JOCTYIIA U 3HAHUH:

* o0namaer nNOAHOM wMHGpoOpManMel O CHUCTEMHOM U IPHUKJIAAHOM IPOrpaMMHOM
ob6ecnieuenun MCII1/H;

* 00s1a71aeT MOJIHOM MHOpMaLMel 0 TEXHUYEeCKUX cpeacTBax u koHpurypauuu UCIIH;

* IMEEeT JIOCTYN KO BCEM TEXHUYECKUM CpeJACTBaM 0O0pabOTKH MH(pOpMAIMU U JaHHBIM
NCTIH;

* o0naiaeT npaBaMyu KOH(QUTYpPUPOBAHUS M aIMUHUCTPATUBHOW HACTPOWKHM TEXHUYECKUX
cpencts UCIIH;

* uMeeT (PU3MYECKHI JTOCTYN K TEXHHYECKMM CpelcTBaM oOpaboTKH HH(pOpMalMU U
CpEJICTBaM 3alIUThI;

* UMEeT JIOCTYN K CPEACTBaM 3alUThl MHPOPMALMU U MPOTOKOJUPOBAHMS M K YaCTH
kiroueBbIx emMeHToB MCIT/IH.

Anvunuctparop UCII/Ix ynomHomoueH:

* peaqu30BbIBaTh MOJUTUKU Oe3omacHoct B 4actu Hactporku C3U, CK3U, B
COOTBETCTBUM C KOTOpbIMH Tojb3oBarens MCIIJIH momyyaeT BO3MOXXKHOCTB paboTaTh ¢
sanementamu UCII/H;

* OCYLIECTBJIATH ayAUT CPEJICTB 3aALUTHI;

* OCYUIECTBJIATH KOHTPOJIb U 00Y4YEHHE 10JIb30BaTENeH B YaCTH HCIIOIb30BAHUS PECYPCOB
NCTI/n.

52  Tloan3oBatean UCIIAn

[Tonb3oBarens UCII[Jn — pabotaux HIT PMD, ocymectBustonmii obpabotky I1/1H.
O6pabotka [1/In BKiIOYaeT: BO3MOXKHOCTH mpocmoTpa II/IH, pyunoit BBox II/IH B cucremy
WCIIH, dopMHupoBaHUE CIPAaBOK U OTYETOB 10 MH(popMaruu, noiaydenHoi nz UCI/H.

[Tonp30Barens He KMeEET MOJHOMOYHMM Ui YOpaBlieHUs TMOACHCTEMaMu 00pabOTKH
nmaaubeix 1 Cu3U I1/H.

[Tonw3oBarens UCII/IH o6mamaer ciaeayommuM YpoOBHEM JOCTYIIA U 3HAHHI:

*o0namaeT  BCeMHM  HEOOXOOUMBIMH  arpuOyramu  (Hampumep, napoiem),
o0ecrneunBaroIUMH IOCTYTI K HEKOTOpoMy ogMHoxecTBy [1/1H;

* pacrosiaraeT KOH(QUICHINAIBHBIMU JAHHBIMHU, K KOTOPBIM UMEET JIOCTYII.
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6. TpeOoBaHus K mepcoHaxy no odecnevyeHuo 3amuthl [1{n

Bce paborauku HIT PMD, seusrormmecs monb3oBatensmMu UCITJIH, 1OMKHBI YETKO 3HATH
U CTPOrO BBIMOJIHATH YCTaHOBJIEHHBIC NMpaBuiIa U OOA3aHHOCTH MO JAOCTYNY K 3aIIHUIAeMbIM
00BEKTaM U COOJIIOICHHUIO IPUHATOTO peskumMa Oe3omacuoctu [1/]H.

[Ipu BcTymuieHHM B JODKHOCTH HOBOro paborHuka AnmuaucTpatop MCII[IH o6s3an
OpraHW30BaTh €ro o3HakomieHue ¢ mHcTpyknmen IlomszoBarenss UCII[IH u HE0OXOaUMBIMU
JIOKyMEHTaMHU, periiaMeHTUpYIoUMME TpedoBanus o 3amure [1/1H, a Takke 00ydeHre HaBbIKaM
BBITIOJIHEHUS IIPOLIETYP, HEOOXOAUMBIX JUIsl CAHKIIMOHUPOBaHHOTr0 Hctnonb3oBanus MCIT/IH.

[Tone3oBarenmn WCIIJH noKHBI OBITH O3HAKOMJICHBI CO CBEIACHHUSMHM HACTOSIICH
[TonmuTuky, npuHATHIX poueayp padotsl ¢ anementamu UCIIAn u Cu3U I1/11.

[Tons3oBarenu WCIIJIH, wucmonb3yronme TEXHUYECKHE CPEICTBa ayTeHTH(HKaIWH,
JOJDKHBI  00€CIeunBaTh COXPAHHOCTh IPEAOCTABICHHBIX UM HIEHTH()UKATOPOB (JOTHHOB,
napoJiei, SJIEKTPOHHBIX KIIF04el U T.7.) U He nonyckaTh HCJI k HUM, a Tak ke BO3MOXXHOCTh UX
yTepu WIM HCIOJIb30BAHUA TPEeTbUMHM Jimuamu. lloib3oBaTesnin HECYT MEPCOHANIbHYIO
OTBETCTBEHHOCTbH 32 COXPAaHHOCTh UJICHTH(PUKATOPOB.

[Tonb3oBarenn UCII/IH nomKHBI cIe10BaTh YCTAaHOBIEHHBIM MPOLEypaM MOAepKaHUS
pexxuma OezonacHoctu [1/[H mpu BbIOOpe M MCMOIB30BAaHUM MApojel (ecau HE MUCHOJB3YIOTCS
TEXHUYECKHE CPEACTBA ayTeHTU(UKALINN).

[Tonb3oBarenn WMCII/[IH momkHbl oOecrieunBaTh HAAJESKAIYIO 3alIUTy 0OOPYIOBaHMS,
OCTaBJIIEMOT0 0€3 MPUCMOTpPA, OCOOCHHO B TEX CIy4asX, KOrJa B IMOMEIIEHHE HUMEIOT JTOCTYII
MOCTOpOHHUE Nuia. Bce monb3oBarenu MOKHBI 3HATH TpeOoBaHUs mo Oe3omnacHoctu [1/1H u
IPOIIEeTyPHI 3AIIUTHl 000PYAOBAHHS, OCTAaBIEHHOTO 0€3 MPUCMOTpPA, & TAKKE CBOU OOSI3aHHOCTH
10 00ECTIeYEHHUIO TAKOM 3aIUTHI.

[Tons3oBarenssm WCIIJIH 3anpemiaercs ycTaHaBIMBaTh IIOCTOPOHHEE MPOTrPaMMHOE
oOecrnievyeHue, MOAKII0YaTh JUUYHbIE MOOMIIbHBIE YCTPOUCTBA U HOCUTENIN UH(DOPMAILIMH, a TAKKE
3aMMChIBaTh HA HUX 3alMIAeMyr0 HH()OpMaIHIO.

[Tonb3oBarenssm WCIIJIH 3ampermaercs pasriamaTh 3alllMIIaeMyl0 HH(OpMaIMio,
KOTOpas cTaja uM u3BecTHa npu padore B UCII[In HIT PMD, tpetbum numam.

[Tpu padote ¢ [11n B UCII/In nonb3oBarenu MCII/n o0s3anbl 00ecieUnTh OTCYTCTBUE
BO3MOXHOCTH npocmoTtpa [1/1H TpeTbumu namu ¢ MoHUTOpoB APM niu TepmMuHanos.

[Ipu 3aBepmiennn padotsl ¢ UCII/n nonb3oBarenn UCIIJIH o6s3anbl 3amututs APM
WIA TEPMMHAIBI C MMOMOIIBIO OJOKMPOBKHU KIHOYOM WIIM 3KBUBAJIEHTHOTO CPEACTBAa KOHTPOJI,
HaIpuMep, TOCTYIIOM IO MapOJIt0, ECIIU HE UCTOIb3YIOTCS 00Jiee CUIIbHBIE CPEJICTBA 3aAIUTHI.

ITonp3oBarenun MCII/IH nomxHBI ObITH NPOMH(GOPMHUPOBAHBI 00 Yrpo3ax HapylIeHHs
pexuma Oe3omacHocTH [IJIH M oTBeTcTBEHHOCTH 3a ero HapyueHue. OHM JOJKHBI OBITh
O3HAaKOMJIEHbI C YTBEP)KICHHOM (opMaibHON MpOLeaypoi HAJOXKEHHUsS IUCHUILTUMHAPHBIX
B3bICKaHUN Ha paboTHukoB HII PMD, koTopble HapylIUIu NpUHATHIE MOJIUTUKY U MPOLEAYPHI
oe3onacHocTH T1]1H.

[Tonw3oBarenu HIT PMD o6s3anbr 6€3 mpoMeieHns: coodmarb 000 BceX HAOII0aeMbIX
WIA TOA03pUTENbHBIX ciydasx paborel MCIIIH, Morymmx moBiedb 3a co00il yrpo3sl
6e3omacHoct I1JIH, a TakXke O BBISIBIEHHBIX UMHU COOBITHUSX, 3aTparvBarolIuxX O€30MacHOCTb
[T1H, Anmunuctpatopy UCIIIH n/unu nuiy, oTBeYaroieMy 3a HeMeUIeHHOE pearnpoBaHie Ha
yrpo3sl 6e3omacHoctH [1J1H.

7. JoaxHocTHbIE 00s13aHHOCTH MoJb3oBaTeneid UCIIAn
JomkHocTHBIe 00si3aHHOCTH Tonb3oBareneid MWCII/In  omucansl B CIEAyIONINX
JIOKYMEHTAaX:
* Mucrpykuus agmunuctparopa UCI/IH;
* Unctpykuums nonszoatens UCIT/IH.
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8. OTBeTcTBeHHOCTH NoJab3oBaTeseii UCIIIn

B cootBercTBUM co cT. 24 DenepanpHoro 3akona Poccuiickoit @enepanuu ot 27 Hrois
2006 1. No 152-®3 «O mepcoHaNbHBIX JAHHBIX» JIMIIA, BAHOBHBIC B HAPYIICHUH TpeOOBaHUU
nanHoro denepaJbHOrO 3aKOHA, HECYT IPEAYCMOTPEHHYIO 3aKOHOIATenbCcTBOM Poccuiickoit
denepauy OTBETCTBEHHOCTb.

JlelicTByrolee  3aKOHONATENBCTBO P@ mMO3BONSET NPEabSBIATH TpeOOBaHUSA IO
obecrieueHHn0 Oe3omacHOM paboThl ¢ 3amMIaeMoll uHpopMauued U IpegycMaTpUBaeT
OTBETCTBEHHOCTb 3a HAapYIICHHWE YCTAaHOBJICHHBIX MpaBWJ H3Kciuryatamu OBM u cucrewm,
HEMpaBOMEPHBIM J0CTyn K MHPOPMALUHU, €CAM 3TU ACUCTBUS NPUBEIN K YHUUYTOKEHHUIO,
OJI0KMpOBaHUIO, MOJU(HUKAIIMK HHPOPMALIMK WK HapyuieHuto padbotsl DBM unu cereil (ctarbu
272,273 u 274 YK PO).

Anmunuctparop MCIIn u nonb3oBatenu MCII/IH HecyT OTBETCTBEHHOCTH 3a BCE
JIeMCTBUS, COBEpIICHHBbIE OT MMEHU UX YUETHBIX 3allMCe WJIM CHCTEMHBIX YYETHBIX 3alMceH,
€CIIM He JI0Ka3aH (haKT HECAHKIMOHUPOBAHHOTO MCIIOJIb30BAaHMS YUETHBIX 3aIUCEH.

9. CnucoK MCnoJIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMAaTHUBHO-TIPAaBOBBIMH M METOAMYECKUMH JOKYMEHTaMH, Ha KOTOPBIX
Oasupyercs HacTosmas [lonuTuka sBISIOTCS:

1. Vka3 Ilpesunenrta Poccuiickoit ®enepanmm or 6 mapra 1997 roma Ne 188 «O06
YTBEP)KJICHUH NIEPEYHS CBEACHNN KOH(DUICHIINAIBHOTO XapaKTepay.

2. ®enepanbubiii 3akoH oT 19 mekadbps 2005 r. Ne 160-D3 «O parudukanuu KoHBeHIum
CoBera EBpombl 0 3ammre (QU3MYECKUX JHII T[PU aABTOMATH3UPOBAHHON 00paboTKe
HEPCOHAIBHBIX JAHHBIX.

3. ®enepanbubiii 3akoH 0T 27 uroisa 2006 r. Ne 152-D3 «O nepcoHaNbHBIX TaHHBIX.

4. ®enepanpablii 3akoH oT 27 wuionst 2006 1. Ne 149-®3 «O6 wunpopmarmm,
UH(POPMALIMOHHBIX TEXHOJIOTUAX U O 3aLIUTe HHPOPMALIUN.

5. IlocranoBnenne IlpaBurensctBa Poccuiickoit @enepamum ot 1 HosOpss 2012 r. Ne
1119 «O6 yrBepkaeHHM TpeOOBaHHUM K 3aIIMTE MEPCOHATBHBIX JaHHBIX NMPU UX 00paboTKe B
MH(POPMAIMOHHBIX CHCTEMaX MEePCOHANBHBIX JTaHHBIXY.

6. IlocranoBnenue IlpaButensctBa Poccuiickoit ®enepamuu ot 15 centsiops 2008 Ne
687 «O06 yrBepxnenun I[lomokeHusi 00 OCOOCHHOCTSAX OOPaOOTKM TMEPCOHAIBHBIX AaHHBIX,
OCYILECTBIIsIEMON 0€3 UCIOIb30BaHUs CPEACTB ABTOMATH3ALIIM.

HopmartuBHo-mMeTonnueckue TOKyMeHThl dDenepalibHON Ciy’KObl MO TEXHUYECKOMY H
sKcIepTHOMY KOHTpoIto Poccuiickoit denepanuu no obecrneyennto 6ezonacHoct [110 mpu ux
obpadotke B UCII/IH:

1. Ba3oBas Mojenp yrpo3 0e30MacHOCTH MEePCOHANBHBIX JAaHHBIX MPU UX 00paboTKe B
MH(POPMAIMOHHBIX CHUCTEMaX IEePCOHANBHBIX JTaHHBIX, YTBEP)KIACHA 3aMECTHTENIEM JUPEKTOpa
OCTIK Poccun 15 espans 2008 r.

2. Meronuka ompeneneHusl aKTyalbHBIX YIpo3 O€30MacHOCTH TEPCOHANBHBIX TaHHBIX
npu ux o0paboTke B HMH(OPMAIIMOHHBIX CHUCTEMaxX MEPCOHAJBHBIX MJAHHBIX, YTBEPXKICHA
zamectureneM aupektopa PCTOK Poccun 14 derpans 2008 r.

3. Ilpukaz ®CTIK Poccunu ot 18 despans 2013 r. Ne 21 «O6 yrBepxxkaenuu CocraBa u
COJIEpXKAHUsI OPTaHU3AIMOHHBIX W TEXHUYECKHX Mep T0 00eCledYeHn0 0e30MacHOCTH
NEPCOHANBHBIX JaHHBIX HpU HMX 00paboTke B HMH(OPMAIMOHHBIX CHUCTEMaxX MEPCOHANBHBIX
TTAHHBIX».

HopmartusHo-MeToqnueckue 1okyMeHTsl denepanbHoil ciayx0bl 6e3omacHocTi Poceun:

1. Ipuxa3z denepanpHoii ciyx0b1 6e30macHocTu Poccuiickoit denepanuu ot 10 uromns
2014 1. Ne 378 «O06 yrBepxkaenun CoctaBa U COJEpPKAHUS OPraHU3ALMOHHBIX M TEXHHUUYECKUX
Mep MO0 oOO0ecrmeYeHuI0 Oe30IMacHOCTH TEePCOHANBHBIX JAaHHBIX TIpU HX O00paboTkKe B
UHPOPMALIMOHHBIX  CHCTEMaX MEPCOHANBbHBIX JAHHBIX C  HCIHOJBb30BAHHUEM  CPEJICTB
KpUNTOrpapuueckon 3amuThl HHPOPMALKU, HEOOXOAUMBIX JAJS BBINOJHEHUS YCTaHOBJIEHHBIX
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[TpaButenscTBOM Poccmiickoit deneparun TpeOOBaHUN K 3alIMTE MEPCOHATBHBIX JAaHHBIX IS
KaXXJIOTO U3 YPOBHEH 3alTUIIICHHOCTH.
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JIMCT O3HAKOMJIEHUA
padoTHukoB HorapuaabHoii nanarel Pecnydsankn Mapuii Ja
¢ [HomuTukoii ”HGPOPMAIUMOHHOMH 0€30MACHOCTH
B HH(P)OPMALMOHHBIX CHCTEMAaX MEePCOHAJIbHBIX IaHHbBIX
HorapuaabHoii najgarsl Pecnnyosmku Mapwuii Da

n/n

Jlara
IMoanucey 03HAKOMJICHH
a1

D.N.0., 10:KHOCTH
03HAKOMMBIIIETOCSI JIMIIA

Mpumeyanue

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.
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